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AJIEKTPOMATHUTHAS COBMECTUMOCTDb U BE3OITACHOCTD
OBOPY1OBAHUSA

VIK 621.372.552

BJIMSHUE IMPEJABAPUTEJIBHOI'O KPUIITOI'PAOUYECKOI'O KOJANPOBAHUSA
COOBHIEHMSA HA EI'O OBHAPY ) KUBAEMOCTDB B CTETAHOT'PAOUYECKUX
CUCTEMAX

Hlamuaes M IO., llaxypckuii M.B.
Hogonccxuil cocyoapcmeenvlil yHugepcumem meiexommynuxayuil u ungopmamuxu, Camapa, PO
E-mail: maxsham2000@mail.ru, m.shakurskiy@gmail.com
Kiaccnueckas 3aqada creranorpaduu 3aKkiouaeTcsi B MACKHPOBKE BaKHOTO COOOILIECHHUS B TTOKPBIBAIOIIEM 00bEKTE, HE
TMPEACTABIIAIOMIEM UHTEPEC NJIA 3JI0YyMBIIIIJICHHUKA. HpI/I 3TOM BHUMAHUE YAEIIAETCA 3allUTE OT O6Hapy)KCHI/IH caMoro (1)211(-
Ta BCTPpanBaHUA COO6]J.ICHI/I$I, TaK KakK B CJIy4ac MoAO3PEHUA 3JI0YMbIIIJIEHHUKOM (I)aKTa HaIn4usA CKPLITOTO COO6]J.ICHI/I$I
B MepeaBaeMoM HH(POPMALMOHHOM 00BEKTE 3JI0yMBIIUIEHHUK MOXKET Pa3pyIInTb coodIeHne. BHnmanue xe ycToitum-
BOCTH K MPOYTEHHUIO B CTEraHOTpa(uK He YIEIAETCS, TAK KaK CYMTAETCS, ITO ITOT BOTIPOC PEIIAETCS MOCPEACTBOM Ipe/-
BapUTEIbHOTO KpHUnTorpaduaeckoro mudpoBanns coodimeHns. OnHaKo, Takoe IHU(POBAHUE BIUSIET HA CTATUCTHIECKIE
napaMeTpbl COOBIICHHS, YTO UIPAET HEMAIOBAXKHYIO POJIb PH (POPMUPOBAHUY CTEraHOrpaduueckoil cructembl. CTaThs
TOCBALICHA aHAJIN3Y BIIUSTHUA KpI/IHTOFpa(I)I/I‘leCKOFO KOOWPOBAHWA HA MOTCHIHUAJIBHYIO 06Hapy)KI/IBaeMOCTI> COOGH.ICHI/I?I
nociie creraHorpaguueckoii MacknpoBku. [IpuBoaATCS pe3ysbTaTbl HCCIeI0BAaHNS BIUAHUS KPUMTOTPAa(UUeCKOro KOAH-
pOBaHUs Ha paclpeneieHne 3HadeHnH repenaBaemMoii nHGOpMayu rpu KCmoNnb3oBaHuy muppa « Ky3Heunw.

Knrueewvie cnosa: cmeearnocpagus, kpunmozpagus, Kpunmoepaguueckoe Kooupogarue, pacnpedeieHue 3Ha4eHull

BBenenne O4eBU/THO, YTO CUCTEMbI 3alIUTHI MH(pOPMALIMU Ha-
XONIATCS B MOJIOKEHUN «OTCTAOIIEr0», TaK KaK IMpe-
CTYIHUKHU MOCTOSIHHO HAXOJST HOBbIC MyTH OOMaHa.
C npyro#i cTOpOHBI, BHEJIPEHUE HOBBIX CUCTEM Oe3-
OMAaCHOCTH CKOBBIBA€TCSl OFOPOKpPATUYECKUM arra-
paroM B opraHu3anusx. Tem He MeHee, OCTOSTHHO®
pa3BUTHE CUCTEM 3allUThl MH(OPMALIMK 3HAYUTE b~
HO OCJIOJKHSIET pabOTy 3J10YMBIIIIEHHHUKOB.

B Hacrosiiee BpeMsi BOIpoc 6e30MacHOCTH nepe-
Aaur MHHOPMALIMH SBIISETCS OAHUM M3 CAMBIX aKTy-
aJbHBIX B 00J1aCTH WH(OPMAIIMOHHBIX TEXHOJIOTHH.
D70 CBs3aHO Kak ¢ Mepexol0M MHOTUX cdep yeno-
BEYECKMX M KOPIHOPATHBHBIX B3aMMOOTHOILICHHWI B
001aCTH DJIEKTPOHHBIX CHUCTEM Mepeiayd AaHHBIX,
TaK W C pacTyLIMM YPOBHEM KHOEprpecTyMmHOCTH.
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OnHUM M3 BaXKHBIX ACMEKTOB MH(OPMALMOHHOM
Oe30macHOCTH sABNIACTCS Mepedaya AAHHBIX MO OT-
KPBITHIM KaHajaM CBsI3H, BKIIOYAIOLIUM B ceds mpo-
BOZIHbIE U OECIPOBOJHBIC CETH, UHTEPHET U JApyrue
cCpeacTBa, re HEeBO3MOKHO TIapaHTHPOBaTh OTCYT-
CTBUE yTEUKHU repenaBaeMoii uupopmauuu. s pe-
IICHHUS 331241 KOH(DUICHIMATBHOCTH NepeaBaeMbIX
JIAHHBIX UCIOJIb3YeTCs anmnapar kpunrorpaduu [1].

3amaueld Kpunrorpaguueckoro KOAUpPOBaHUS sB-
nsiercst obecneyeHre KOHGUASHIMATBHOCTH Mepea-
BaeMoii ”H(OpMAaLIMH, TO €CTb 3710y MbILUICHHHK, 3HAs
0 mepeznade MH(POPMALUM, HE MUMEET BO3MOKHOCTU
ee nemndpoBkr. OHAKO LIEIOCTHOCTh INepenaBae-
MOi1 HH(OpMALIMK HE rapaHTUPYETCs, TaK KaK B CITy-
4ae HeoOXOIMMOCTH KaHal WM COOOLIeHHe MOTYT
ObITh paspylieHsl. B ciyuae, ecau 3710yMbILITIEHHUK
crnoco0eH paspylIuTh cooOLIeHHe, MOI03peBas ero
LEHHOCTb, KpUMNTOrpauueckoe KOIMPOBaHUE MaJo-
s¢pdekruBHo. Takas cuTyaluss MOXKET BO3HUKHYTh
B Clly4yae TalHOW NEpenucky, Nepeaayd CUrHajoB
ynpaBieHus: 0eCUIOTHBIMU aNnapaTaMy U B APYTUX
ciyvasx. Torna s¢pQeKTUBHBIM CIOCOOOM 3allUThI
SBJIICTCS MACKUPOBKAa MH(POPMALIMM — CTeraHorpa-
¢bus. 31ech BayKHO 3aMETHTh, YTO cTeraHorpagus
HE rapaHTHUpPYeT LeJOCTHOCTh KaHajla U COOOIICHUS.
OHu Tarke MOryT ObITh paspyiuieHsl. Peub uzmer o
TO rpaHH, Koraa NpUHUMAeTCs pelleHue o pa3pylle-
HMU KaHaja u coobuenus. To ecte, mpu nepexsare
MH(pOPMALIMK 37I0YMBILIJIEHHUK HE TIpecieayeT Lelb
pa3pyLMTh KaHas u cooOiienue. Ero 3anaqa - paspy-
IIMTh €ro TOJIBKO B CiIyyae mepeaadd BakKHOTo coo0-
meHus. IMeHHO B 9TOM CBeTe MAaCKMPOBKA BasKHOTO
coo0LIeHNs B HEBA)KHOE CIIOCOOHA 00ecneunTh ero
noctaBky. Takum oOpa3zom, KJIIOUEBYIO pOJib UrpaeT
HE BOIPOC NMPOYTEHHs COOOIIECHUS, a caM (aKT Moj0-
3peHus, 4TO B MepesaBaeMoil HH(OpMALMU CKPbITO
BakHOe coobOienue. [loaTomy, B creraHorpaduu Bo-
NpPOC MOJIMTUKH 3JI0YMBILIEHHUKA, HMCTIOJIb3yeMbIX
UM METOJIOB OLICHKH IepeaaBaeMoil MHpOpMauuu U
Habopa BO3MOKHBIX JEHWCTBUI SBIACTCS OTKPBITHIM
1 TpeOyeT IOMOIHUTEbHBIX UCCIIeI0BAHUH.

Ipw ananuse creraHorpauueckux METOAOB MpHU-
HHMMaeTcs onpesiesieHHas pabodas Mozesb MOBEeACHHS
3JI0yMBILUIEHHUKA. B COOTBETCTBUM C 3TON MOJENBIO
NPOU3BOIUTCS UCCIIeI0BaHUe U aHanu3 Metona. [1pu
STOM MCIOJb3YeTCs LeJblid psiji AOMYLUEHUH, KOTO-
pble Ha MPAKTUKE MOTYT ObITh U HEKOPPEKTHBIMH.

HccnenoBanue, ommMcaHHOE B JAHHOM CTaTbe,
MO3BOJIAET YTOYHUTH MOZENb CTeraHorpagpuyueckon
CHCTEMBI M MPOUIIIOCTPUPOBATh COBMECTHOE HC-
NOJIb30BAaHUE CTEraHorpaduuyeckoro M Kpumrorpa-
(huueckoro KOAUPOBAHMUS.

B nayuno#i nuteparype [1; 2] yka3biBaeTcs, 4TO
npy cTeraHorpaguueckoil MacKMpoBKe COOOLICHUS,

3aIIMTa OT NPOYTEHUS pelaeTcs MpeiBaprUTeIbHbIM
Kkpunrorpapuueckum mudpoanueM. Hanpumep,
coBpeMeHHble OnouHble HMppbl 00aanal0T 10CTa-
TOYHOM YCTOHUYMBOCTBIO K B3JIOMY U BBICOKOM CKO-
pocTtbio mudpoBanusa. OqHAKO, BaXKHBIM BOIIPOCOM
creraHorpaduu SBIsETCs Xapakrtep LUQpyemMo-
ro cooOuieHusi. YuuTbiBas 00beM TMepeaaBaeMbix
JaHHBIX, AKLUEHT B CTeraHorpaMyeckoM aHaIuse
JIe7IaeTCs Ha CTAaTUCTUUYECKUX METOJAaX OLEHKH WH-
(dopmauuy, meperaBaeMoil MO OTKPHITOMY KaHATy
cs3u. [Ipu aHanuze mMeTonoOB cTeraHorpadguu Maao
BHUMAaHUS YIEJAETCs CTaTUCTHUYECKOMY Xapakrepy
cooOuieHusi. Tak 4acTh BCTpauBaeMOro cOOOLICHHs
MOJKET COCTOATh W3 TIOC/IeIOBATEIbHOCTH TOJb-
KO HyJIel WJIM TOJBbKO €AMHMLI, YTO MOXKET OKa3aTb
3HAYMTENILHOE BIIMSAHUE HA CTATUCTMYECKHE Xapak-
TEPUCTUKM CTeraHorpaduieckoil cucremsl (3amoi-
HEHHOTO cTeraHorpaguyeckoro konteiinepa). [pen-
BapuTe/ibHOE KpuITorpadguyeckoe wmuppoBaHue
OKa3bIBaeT OMNpe/e/ICHHOe BIUSIHUE Ha CTaTHUCTHYe-
CKHMe XapakTrepucTuku cooOwenus. [Ipu sTom mHO-
roobpasue pa3inyHbIX BAPUAHTOB LIM(POBAHUS MO-
JKET OKa3bIBaTh PAa3IMYHOE BIMSHME HA MapameTpsbl
BCTpauBaeMoro cooduienus. Takum oOpasom, npen-
BapuTe/ibHOE KpuITorpaduyeckoe mUppoBaHUe
MO3BOJIIET HE TOJbKO 00€30MacuTh BCTPaUBaeMoOe
COOOILIEHHE OT MPOUTEHUs], HO U YTOYHUTb CTAaTUCTH-
YeCKyl0 MOJeJIb BCTPaUBAEMOro COOOIIEHUs, YTO, B
CBOIO 04€pe/ib, MO3BOJIMUT YTOUHUTH MOTCHLHMATbHYIO
TMOJIE3HYIO Harpy3Ky CTeraHorpa)uuecKkoi CHCTeMBI.

B crarbe B3aT 11 ananuza mwmdp «Kysneunky.
Kpunrorpaduueckuii mmdp «KyszHeunk» ucrnonb3y-
eT Os104HOe 1M(ppoBaHue ¢ JIMHOMU Oiioka 128 Gut u
KJIFOUOM JITMHO# 256 6ur. [ludp paboraer B pexu-
me ECB (electronic code book) unu B peskume npo-
cToll 3ameHbl. B mpouiecce mudpoBaHus Ucnob3y-
ercs Marpuua 8x8, koropas cocTouT u3 64 0aiiTos, 1
npezcTapisieT coOoi pacuMpeHHbiit Bektop [3].

[pouecc mwmdporanus npoucxoaut B 10 payH-
JIOB, B K&XJIOM M3 KOTOPBIX MCIONb3yeTcs § Hesu-
HeiHbIX npeoOpa3oBaHuii ¥ | nuHeiiHoe npeoOpa-
3oBaHue. HenuHelinbie npeoOpa3oBaHusi OCHOBaHbI
Ha 3aMeHax OalTOB W mepecTaHOBKax OWTOB, a Jiu-
HeliHoe mpeoOpa3oBaHMe OCHOBAHO HA YMHOXXEHHU
MarpHlibl Ha cTONOELL JaHHbIX [4].

Janubiii mindp yTBEpIKAEH B KayecTBe cTaHaap-
taB ['OCT P 34.12-2015 «MudpopmanrioHHas TexHo-
norus. Kpunrorpaduueckas 3ammra nHPOpMaLMH.
bnounbie mudpe npukazom ot 19 urons 2015 rona
Ne 749-ct. Cranaapt BcTynui B aelicTBue ¢ | sHBa-
ps 2016 roga. udp paszpadoran LleHTpom 3a1nThbl
uHpopMmaluu u cnenuaibHoi ez ®CB Poccun ¢
yuactueM AO «HUHpopMauMOHHbIE TEXHOJIOTUU W
KOMMYHHMKALIMOHHBIE cucTemMb» [5—10].
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MogaeaupoBaHue KpUNTOrPA(hUIECKOro
mudpoBaHus

KommnerorepHoe MonesnupoBaHue IIU(POBaAHUS
BBIMOMHEHO Ha s3bike Python. B kauectBe cooOme-
HUsI BbIOpaHbl TpU Habopa ¢ pa3iuuHBIM pacrpe-
JeJIeHUeM 3HAuYeHHMH: C OIMHAKOBBIM KOJIMYECTBOM
HyJIell U eMHUII, C JOMHUHHUPYIOLIMM KOJIMYECTBOM
HyJIeli U C JTOMUHUPYIOLUIMM KOJIMUYECTBOM SIUHHLL.
DTO MO3BOJIWIIO OLECHUTD BIUsHUE MIM(PPOBaHUS Ha
pacrpeesieHre 3Ha4eHUl B 3alM(poOBaHHBIX COO0-
meHusX. Camu 3HaueHUs] MOIOMpPATNUCh TeHEpaTo-
POM MCEeBIOCTYYANHBIX YUCET.

Jns mpoBeneHus dkcriepuMeHTa Oblia co3daHa
nporpaMma TreHepalul MCXOAHOTO COOOLICHHUsS B
JIBOMYHOM CHCTEMe CUHCIICHHUS, KoTopasi (hopMupyeT
cooOuieHue anuHHOM 1024 cuMBona ¢ yka3zaHHbBIM
pacrnpeneneHueM Hylel U eauHull. Takxke mporpam-
Ma MepeBOIUT MOJTY4YECHHOE YKMCIIO M3 JIBOMYHON CH-
CTeMbI CYHMCIICHHS B LecTHaauarepuuHyto. Koa npo-
rpaMMBbl TIPUBEICH HHXKeE:

import random

# l'enepaums ciay4aiiHOro cooOIEeHHs

message_length = 1024

zero_percent =95 # [lpoueHT Hynei

message = “”.join (

“0” if random.randrange (100) < zero_percent
else “1”
for _in range (message length)

)

print («Coo0l11ieHre B JBOMYHOM BHJIC:», Message)

# [lepeBoa ABOMUHOTO COOOLIEHMS B IIECTHALA-
TepUYHOE

hex_message = hex (int(message, 2))[2:]

print («CoollieHne B LIECTHAALATEPUYHOM
BUAE:», hex_message.upper ())

BbixoHBIe J1aHHBIE TMPOrPaMMbI
cooOuieHus:

CooGuienue B 16-puuHom Buae: 93A038991EEF
74F256F19F80639B4371EDCF1B7D0176A4865A
2FF7FF209A41F240C023F8D3501178D8D6B7B7
266CFEF78AAF76D1D4461BDAF773A56EAED1
1C84878EC935B53C3151BE33C576C44B215623
CO6FFDEC36BCF3CCCOBEC8FB08F4CADBC28
43CCAF85ADI2ASB7318EESTAT77443E2C0991D
E3471BF156415F651E3CDO9.

CremytolmM aroM noydeHHoe cOOOIIEHHE B LIECT-
HaJIL[ATEPUYHOM BHJIE MHU(PYETCs TPH MOMOLIN KPHIITO-
rpapuueckoro mudpa «Kysneuunk». B pesynsrare wmd-
POBaHMs MOJTY4eHO COOOLIEHNE, TPEACTaBICHHOE HIDKE.

3amunppoBaHHoe cooOlIeHHEe B 1 6-puuHOM BUJE:
D206700720EAD67902EAACASDES55A8585512
E8D93CEE3067A4D6CDCF799B2E79AF8B3B4F
C82F13A0D6B07A979A8D9A3A8BF70A30BEA
66C31C95B9B6245C469EB89B6E19078 AAFC3B-

reLepanumu

8BOD13D87BF4DSFOD30EF62CBF512FFADAOD
17BA473735E4C49783FDS201 FCEESSED91B082
C72S4E261C20B89BBB4D1A49C5746S7D66D85
IIpoBenem aHanu3 pacOpenesieHMs 3HAYEHUN B
3aKr@poBaHHOM coobLeHun. [l 3Toro Bocnosib-
3yeMcs BCTPOSHHBIM alnapaTroM MOCTPOSHUS THCTO-
rpamMm. Kox mporpamMmbl MOCTpOeHHs THCTOrpamMM
NPUBEEH HIDKE:
import matplotlib.pyplot as plt
def count_zeroes_ones (message):
zeroes = message.count (‘0°)
ones = message.count (‘17)
return zeroes, ones
def main ():
messagel = input («Beeaure ncxonHoe coob-
HIeHHe: «)
message2 = input («Beeaure 3aumdppoanHoe
coo01eHue: «)
zeroesl, onesl = count_zeroes ones (mes-

sagel)
zeroes2, ones2 = count_zeroes_ones (mes-
sage?)
labels = [*Hynu’, ‘Ennnuisn’]
messagel data = [zeroesl, ones|]
message2 data = [zeroes2, ones2]
x = range (len(labels))
fig, ax = plt.subplots ()
ax.bar (x, messagel data, width=0.3, la-
bel="HcxoaHoe cooliueHue’)
ax.bar ([x_elem + 0.3 for x_elem in x], mes-
sage2 data, width=0.3, label="3ammdposannoe
coo01eHue’)
ax.set_ylabel (‘Konuuectso’)
ax.set_xlabel (‘Jlannbie”)
ax.set_title (‘Pacnipenenenue Hyneii u enunumi’)
ax.set_xticks ([x_elem + 0.15 for x_elem in x])
ax.set_xticklabels (labels)
ax.legend ()
ax.grid (True)
ax.set_ylim ([0, max(max(messagel data), max
(message2_data))+1])
plt.show ()
if _name ==° main_ "
main ()

W3 npoBeneHHBIX SKCMIEPUMEHTOB Ul aHalIn3a
BBIOpaHbl TP € PA3IMYHBIM COOTHOLIEHHEM KOJIH-
4yecTBa HyJiel U eHUL B liMdpyeMoM cooOLIeHUH.

OxcnepumenT Nel: 50% wnyneit u 50% eaunu.
Pesynbrar mMonenvpoBaHus MpHBEIeH B BUIE AMA-
rpaMMbl Ha pUCyHke |.

OxcnepumeHT No2: 5% wnyneii u 95% enunu. Pe-
3yNbTaT MOZIEJIMPOBAHMS TIPUBE/IEH B BUE AUATrpaM-
MBI Ha PUCYHKe 2.
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OkcnepumeHT Ne3: 95% nyneii u 5% eaunuu. Pe-
3y/bTaT MOJIEIMPOBAHMS MIPUBE/IEH B BUJE AUArpam-
MBI Ha PUCYHKE 3.

PacnpegeneHue Hynen U eanHuML,

I VicxopHoe cooBwenve [ 3awvbposaHoe coodllenue
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Pucynok 1. Pesynbrar Mmogenuposanus npu 50%
Jlorudeckux Hysei u 50% Joruueckux eIuHuLL
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PucyHok 2. Pe3ynbrat mopenupoBanust ripu 5%
JIOrMYeCKUX HyJiel U 95% noruyeckux enuHull

Pacnpegenexue Hynew U eQMHWL,

I V'cxopHoe cooBiyenve [N 3awvdposaHoe coodlleHie
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PucyHok 3. Pe3ynbrat Moaenanposanus npu 95%
JIOTUYECKUX HyJlel U 5% JOrnyeckux eauHULL

Buano, uto B pesynbrare wudpoBaHus pacrpe-
JefieHre 3Ha4eHUi CTaHOBUTCS ONM3KMM K paBHO-
MepHOMY. JlaHHBIN pe3yabTaT TOBOPUT B MOJb3Y
MCMOJB30BaHus ONOYHBIX LIM(POB HA OCHOBE CETH
Qeiicrens, Tak Kak MO3BOJSET MOCTPOUTH MOJEIb
creraHorpaduyeckoii cucTembl, B KOTOPOH cooOliie-

HME Bcerja MMeeT pacrpeiesieHne OJIM3Koe K paBHO-
MEpHOMY.

Anaaus IKCIIEPUMCEHTA U 3aAKJ/II0YCHUE

[TonyuenHslii B paboTe pe3ynbTaT UMeeT BayKHOE
3Ha4YeHHUe, TaK KaK MO3BOJISIET ONPEAeTUTh CTaTUCTH-
YecKkre XapaKTepucTHKHM coolOmmenus. Hampumep,
€CITU JIOMYCTHTh, YTO COOOLIEHHE MPeABAPUTEITEHO
Kpunrorpadpuuecky 3anmdpoBaHo, TO PH MPOESKTH-
POBaHUH W MCCIIEIOBAHUN CTETaHOTPaUUECKUX CH-
CTeM MO)KHO CHHTATh, YTO pacnpeesieHne 3Ha9YeHIH
COOOIIEHNS OJIM3KO K PABHOMEPHOMY.

BakxHo oTrmeTHTh, 4TO He Bce MMQpPHI OKa3bIBa-
10T aHaJOTMYHOE BO3JEHCTBHE Ha pacrpenesieHue
3HAYEHWH B COOONIEHUH, UTO TpeOyeT pa3BUTHS HC-
cnenoBaHuil. [lonyuyeHHOe paBHOMEpHOE pacnpene-
JIeHWe 3HaYeHUH COOOIIeHNs He SBIISeTCS OTHO3HAY-
HBIM J10CTOMHCTBOM. C OZTHO#T CTOPOHBI, COBMECTHO
C WCIIONBb30BAHMEM MACKHPOBKM B HaWMEHbIIEM
OWTHOM CII0€ TIOKPBIBAIOIIETO 00BEKTa, MOXKHO CUH-
TaTh TaKoe pacrpeneseHne T0CTOMHCTBOM, C IPyTOi
CTOPOHBI TOJBKO MO OTHOIIEHUIO K TTOKPBIBAFOIM
00BEKTaM, TIe HAMMEHBIIWA OUTHEIHN CIIoi oOnagaeT
PaBHOMEPHBIM pacrpefielieHHeM. OTO BCTpevaeTcs
He Tak yk yacto. bonee Toro, B padorax [6—9] mo-
Ka3aHO, YTO paBHOMEpPHOE pacripeiesieHre B Hau-
MeHbIIeM OWTHOM CII0€ MOXET paccMaTpuBaThCs
KaK WHIUKATOP HAJMYHS CKPBITOTO COOOIIEHHS, KO-
TOpOe MOXKET OBITH JIETKO OOHapy>KEHO Ha OCHOBE
NIST-TecToB.

Takum 06pa3oM, UCTIONBL30BaHUE OJIOYHBIX NI~
POB TIO3BOJISIET ClIENIaTh pacrpeesieHne BCTpauBa-
eMbIX co0OmIeHnH OIM3KUM K paBHOMEPHOMY, YTO
MO3BOJIUT OoJiee TOYHO OMPENeUTh Mpeaes mojies-
HOI Harpy3ku Tpu (GpOPMHPOBAHUM CTETOCHCTEMBI
Ha OCHOBE M3BECTHBIX METONOB U 00ECTeUnTh KOH-
(buaeHIMATBHOCTD CKPBITONH WHpopMarmu. O HaKO
B CHCTEMax peaJbHOTO BPEMEHHM HCIONb30BaHHE
OJOYHBIX MUPPOB JUTS MPeaBAPUTETHHOTO HIH(pPO-
BaHUS MOXKET MPUBECTH K MOTEHIMAITLHOM YSI3BUMO-
CTH CTErOCHUCTEMBI, TaK KaK CTaTHCTHYECKHI Xapak-
Tep TIOKPBIBAIOIIETr0 00BEKTa CITyvyaeH U HEe MOXKET
OBITH MpeIBapUTENTHHO TIpoaHanu3uposad [10].
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The usual problem of steganography is to mask an important message in a covering object that is of
no interest to the attacker. In this case, attention is paid to protection from detection of the very fact
of the message embedding a, since if an attacker suspects the presence of a hidden message in the
transmitted information object, he can destroy the message. By the way no attention is paid to reading
tolerance in steganography, since it is believed that this issue is solved by preliminary crypto-graphic
encryption of the message. However, such encryption affects statistical parameters of the message,
which plays an important role in the steganographic system formation. The article is devoted to the
analysis of the influence of cryptographic coding on the potential detectability of the message after
steganographic masking. The results of the study on the influence of crypto-graphic coding on the
transmitted data distribution values when using the «Kuznyechik» cipher are presented.
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YIPABJEHHUE U NOATOTOBKA KAJIPOB JUISI OTPACJIN
TEJEKOMMYHUKAIIUN

YJIK 004.04
CKBO3HBIE TEXHOJIOT U B OGPA3OBATEJIbLHOM CUCTEME BY3A

Manuna A.b."?, Tapymun H.A.!
!Camapcxuii cocyoapemeennviit mexnuueckuil ynugepcumem, Camapa, PO
2Camapckuii 2ocyoapcmeennulii coyuanvbHo-nedazocuyeckui ynugepcumem, Camvapa, PO
E-mail: kuzdavletova_ab@mail.ru, nikitarutin@mail.ru

B nanHoIt cTaThe aBTOPBI paccMaTpHUBaOT MHHOBALMOHHBIE TOIXOIbI K BHEAPEHNIO CKBO3HBIX TEXHOJIOTHH B cepy 00-
pasoBaHus. CKBO3HBIE TEXHOIOTMU — 3TO MPUHLNMUAIBEHO HOBBIE TEXHOJIOTHUECKUE PELICHUS, KOTOpble MPOHUKAIOT BO
BCEX CTAANSAX 00pa30BaTebHOTO TpoLiecca, 00beaNHS yueOHbIe MPOrpaMMBbl, METO/IBI 00yUEHNS W OLEHKY Pe3yJIbTaToB
BOeINHO. Llenbro 1aHHOM CTaThy ABJISIETCS M3ydeHHe CKBO3HBIX TEXHOJOTHH € HENbIo MOBBIIEHNS 3P PeKTUBHOCTH 00-
pa3oBaHus, YJIyulIeHNs] JOCTYTHOCTH 00pa30BATENbHBIX PECYPCOB, a TAKXKE PA3BUTHSI KPUTUUECKOTO MBIIIJIEHNS ¥ TBOP-
YeCKMX HaBBIKOB yUalIuxcs. B cTarhe mpoBeneH aHAN3 CYIIECTBYIOIINX CKBO3HBIX TEXHOJIOTHIl, 1 BBISBIEHBI Hanboee
TIepCTIEKTUBHBIE TTOAXO/BI TS BHEAPEHNS B 00pa3oBaTesbHbIi npouecc. PaspaboraHbl mpakTHIecKne WHCTPYMEHTHI U
METONKH, OCHOBAHHBIE HA UCIIOJIb30BAHUN CKBO3HBIX TEXHOJOTHHA, KOTOPbIE MOTYT OBbITh MPUMEHEHBI B YUeOHBIX 3aBe-
JIEHHAX PA3JIMYHOTO ypOBHS. B paMkax vccae10BaHUs aBTOPBI TAKKE YAEISIIOT BHIMAHHUE ACTIEKTY MOATOTOBKH MeJaroru-
YECKOTo COCTaBa K MCIMOJIb30BAHUIO CKBO3HBIX TEXHONOTUI. OTMeHaeTcs, 4TO MHTerpalys JAHHBIX TEXHOJIOTHI MOMUMO
TEXHUYECKOW TpeOyeT U Mearorndeckoil MoAroTOBKH.

Knrwuegvie cnoea: ckeosnvie mexnonozuu, yupposuzayus oopaso6anus, UCKyCCmeeHHulll unmeliekm, ooyuenue, Kave-
cmeo 0bpazosanus

Beenenue HOro o0pa3oBaTesNbHOrO TpocTpaHcTBa. brmaromaps
NOSIBJICHHIO MH(POPMALMOHHBIX M KOMMYHHMKAIMOH-

HoBble TexHOMOrMYeCKHe JOCTHIKEHHUS urparot o
HBIX TE€XHOJIOTHU CTaJI0O BO3MOXXHLIM NEPEOCMBbICTIC-

BaJKHYIO pPOJIb B HENPEPHIBHOM Pa3BUTUM COBPEMEH-
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