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ration schemes based on TSN standards are proposed: centralized and distributed. Having considered
these schemes, we will identify their limitations necessary in meeting requirements close to real time
and ensuring strict quality of service guarantees, taking into account the restrictions applied to a
time-sensitive environment. The work also reveals the need to use additional equipment, a centralized
controller, to reallocate priorities.
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HNCITOJIBb30OBAHUE AJITOPUTMOB MAIIMHHOT'O OBYUYEHUSA AJIAA
OBHAPYXKEHHUA AHOMAJIBHOI'O IOBEJAEHUSA TPAOUKA

Hosousax U.C., Makapos U.C.
Tlogonxcckuil eocyoapcmeennulil ynusepcumem menekommynuxayuil u ungopmamuxu, Camapa, PO
E-mail: i.pozdnyak@psuti.ru, i.makarov@psuti.ru

B crarbe paccmarpuBaeTcs criocod oOHapyKEHHSI aHOMAJILHOTO MOBEACHHS TpadUKa ¢ HCIOIb30BAHHEM METO/IOB Ma-
IIMHHOTO 00y4YeHws. J{JIs1 9TOTO MCIIONB3yeTcss HAOOP JaHHBIX, COICPIKAIINI 3HAYUTEIEHBIN 00beM Tpaduka, coOpaHHBIN
B MOMEHT TIpOBeeHNUs araku Ha Web-npunoxkenne. Habop comeprxut Tpu BapuanTa arak: Brute Force, XSS, SQL-unb-
exius. OTOeNbHO paccMOTpeH namin Tpaduka, conepkantuii araky Infiltration. IIpoBeneH cpaBHUTENBHBIN aHAIHA3 MO-
Jiesieil MalMHHOro 00y4eHHUs ¢ BBIOOPOM Han0ojee ONTHMAIIBHOTO. B cTaThe Tarke NPUBOJUTCS OMUCAHKUE ITPOLIEIYPhI
npenoOpaboTKU TaHHBIX, KOTOpast IPOBOAUTCS C LENIBI0 YCTPAHEHHSI AHOMAJIMI M IYCTOT B 3aIIMCSIX MACCHUBOB, YTO MO-
JKET MPUBECTH K HENPaBWIbHON paboTte o0yyaemoii mozxenu. [IpoBeneHo o0ydeHue Mojerneld Ha OTOOpaHHBIX JaHHBIX C
LIeTIbIO BBISBIICHUSI aHOMAJIBHOTO TIOBEACHHMS TpaduKa, YKa3bIBaIOILEro Ha KOHKPETHBIH THI aTaku. Kpome Toro, mpose-
JICHO HCCIIeI0BaHKe Ha HA0Ope JaHHbIX, HE COIEPIKAIINX CBEIICHUH 00 aTakax.
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Knrwouegvie cnoea: amaxu, aHomanbubill mpagux, cucmemsvl 0OHAPYIHCEHUS 6MOPAHCEHUL, MAWMUHHOE 00yUeHue, amaKd

Infiltration, amaku na eeb-npunoosicenus, Python

Beenenue

CoBepILICHCTBOBAHUE  CHUCTEM  OOHapyKeHUs
Bropskenuit (IDS), ucnone3yromux ManmHHOE 00Y-
YEeHHUE, 3aBUCUT OT JOCTYNMHOCTH HaOOPOB JaHHBIX,
HO TIOJIyYUTh HaJEKHBIA HA0Op AJsl 00y4YeHUs! — He
camas npocTtas 3anada. Cpenu GaxTopos, 3aTpyaHs-
IOLIMX CPaBHEHHE, — OTCYTCTBHE HAJIC)KAIIETO OIH-
CaHMsl METONOB OOHApYyXXCHHUSI BTOPKEHHMH, OTCYT-
CTBHE METOJIOJIOT MY CPABHEHHS, @ TAKXKE OTCYTCTBHUE
MapKHAPOBKU JIOCTOBEPHBIX IAHHBIX M CIIOXKHOCTb
noiyueHus: peanbHoro Tpaduka [1]. Kpome Toro,
B HAcTosilIee BpeMsl CETEeBOM TpauK B OCHOBHOM
muQpyercs B UEIsIX 0€30MaCHOCTH U KOH(HICHITH-
QIBHOCTH, M JIUIIb OYeHb HEMHOTHE HAaOOpPbI OTpa-
KAaroT 3TOT (PaKT.

HaGop naHHBIX sBiIeTCS BaKHOH YacCTBIO TIO-
ctpoenust mozeneit IDS Ha ocHOBe MaImHHOTO 00-
yuaenus. [Ipouecc HaumHaeTcst ¢ 3axBarta Tpaduka.
[Tocne sToro oH KOMOWIMPYETCSl B JaHHBIE OIpe-
JIEJICHHOTO THIa, COAepKalllie ceTeBble PyHKLHNH,
BKJIOYasi MapKUpoBKy. OO0IIast CTpyKTypa CHUCTEM
oOHapy)XeHHsI BTOPKEHUH Ha OCHOBE MAIIMHHOTO
oOydeHnusi moka3aHa B [2]. MapkupoBka — Bax-
HeHmwmii nmpouecc a1 Habopa naHHeIX. OOpadoT-
Ka JIOCTOBEPHBIX JAaHHBIX SIBIISETCS HACTOSLICH
po0JIEMOH, 0COOEHHO KOTZa SKCIEPTHl HE MOTYT
ONPEAETUTh, COACPKUT JIM TpapUK aTaky WM HET.
WMeHHO 10 3TOM NpUYMHE CHEIHATUCThI UCIOIb-
3YIOT CUHTeTHYeCcKUi Tpaduk. OgHaKo 3TO 03HAYa-
€T, YTO TeHEPHUPYEMBIH TpauK He BCET/a SIBISIETCS
XapaKkTEpHBIM JUIs peanbHoU cpensl. 1o aToil mpu-
YHHE MpoLecC CO3AaHMsi Ha0opa JaHHBIX HauWHa-
eTcsl ¢ 3axBara TpauKa ¥ 3aKaHUMBACTCS 3aKIIO-
YUTEJIbHBIM 3TAllOM IIPeaBapUTEIbLHON 00paboTKH.
KoneyHsIM pe3ynbTaroM sTama NnpeaBapUTeNIbHOM
00paboTKM SBISIETCS pa3MEueHHBI HAOOp [aH-
HbIX. Kaxmas Touka AaHHBIX ONpENeNsIeTcs Kak
BPEIOHOCHBIH MM HOpMaibHBIA Tpaduk. Daiin
COICPKUT TaOIMYHbIC JaHHBIE B YI10OOUYHTaEMOM
¢dopmare, Hanpumep ¢aiin CSV, unu B ABOMYHON
¢dopme, nHanpumep ¢aiin IDX. KomnuectBo oOHa-
PYKEHHBIX aTaK WMJIM JIOKHBIX TPEBOT MOXKHO HC-
MOJIb30BaTh JJIsl CPaBHEHHS Habopa AAaHHBIX IMPHU
oOyuenun IDS.

BonpmMHCTBO CyIIECTBYIOMINX MCCICAOBAaHNHN, B
KOTOPBIX HCIONb3yeTcs 3an(poBaHHbIN Tpaduk,
COCPEIOTOUEHBl Ha Ppa3IMYHbIX OONACTAX, TaKUX
Kak Kjaccupukauus 1 ananus tpaduka. XoTs Takue
WCCIIEZIOBaHUs CyIIECTBYIOT [3], HA0Op JaHHBIX HE
SBISIETCSL OOILLENOCTYNHBIM H3-32 KOH(HICHINATb-
HOCTH COIEPKUMOTO.

Habopbl KOHTPOJBHBIX JAaHHBIX SBISIOTCS BaXK-
HOH OCHOBOM JUIsl OLICHKUM M CPABHEHHUS KayecTBa
pasznmuunbix IDS. B 3aBucMMOCTH OT METONOB 00-
Hapy)XeHus cyuiectByeT Tpu tumna IDS: Ha ocHoBe
CUTHATyp, Ha OCHOBE aHOMAJINH (CTaTUCTUYECKUE) U
koMOuHMpoBaHHbIC [4]. OCHOBaHHBIC HA CUTHATYpaX
(hOKyCHPYIOTCS Ha TOCTPOCHUH ABTOMAaTHYECKOM Te-
Hepanuy madIoHa, TOTa KaK OCHOBaHHbIC Ha aHO-
MaJIMsIX — Ha HAOJI0/IEHUH OTKJIOHEHUH OT HOpMaJlb-
HOTO roBesieHus1. CUTHaTypHbIE CUCTEMbI OCHOBAHBI
Ha METOJIe COIMOCTaBJICHUs ¢ 00pa3LoM ISl UIICHTHU-
(uKanMu M MOMBITKH COMOCTaBJICHUs ¢ Oa3ol AaH-
HbIx. Koryia monbITKa araky coBIagaeT ¢ madjioHoM,
BbIlaeTcs npenynpexaeHue. CucrtemMbl Ha OCHOBE
CUTHATyp MMEIOT BBICOKYIO TOUHOCTH OIpEJeIeHUs
AHOMaJIMii M HU3KUH YpOBEHB JIOKHBIX cpadarhiBa-
HUI, HO TIpU 3TOM OHHM HE MOTYT OOHApYy>KUTH He-
n3BeCTHbIE aTaku. [Ipu 3TOM cUCTEMBI, OCHOBAHHBIE
Ha CTaTUCTHYECKHX METO/aX, MOTYT OOHAPYKUBATh
HEU3BECTHBIE aTak{ MyTeM CPaBHEHHS aHOMaJIbHO-
ro Tpaduka ¢ HOpMaJbHBIM, COOTHOILICHHE JIOXKHBIX
TPEBOI" OCTAETCS JIOCTATOYHO BBICOKUM.

CucreMbl, 00OyueHHBIE C TOMOILIBIO ANTOPUTMOB
MAIIMHHOTO O00y4eHMs, MOTYT YIy4IIUTh CBOIO CIIO-
COOHOCTh TPOTHO3UPOBATh COOBITHSI, UCTIOB3Ys 00-
PaTHYIO CBsI3b OTHOCUTENIFHO TOTO, HACKOJIBKO XOPOIIIO
OHU BBIMOJHWIN TPEIbIAYIIUE 337a4l, U HCIOJIB30-
BaTh 9Ty HH(OPMALUIO JJIsl BHECEHHSI M3MEHEHHUH [5].

CpaBHeHne Ha0OPOB JaHHBIX

B mpencraBneHHON paboTe MCTOIB30BATNCH TO-
TOBBIC HA0OPHI MAaHHBIX C TpadUKOM, COmeprKaIIne
ataku [6—9]. CpaBHeHHE HAOOPOB TMPEACTABICHO B
Tabmute 1.

Ha ocHoBe mipeAcTaBIeHHONW CpPaBHUTEIbHOU
XapaKTEepUCTUKN [IENaeTCsl BBIBOJ O IeIecoo0pas-
HOCTH Hcnoibk3oBanus Habopa CSE-CIC-IDS2018
[0 TIpUYUHE ero OOJbINeH aKTyallbHOCTH, a TaKkKe
m3-3a oObeMa cojepkamuxcs maHHbIX [7]. CSE-
CIC-IDS2018 6buT1 TTONTYYeH B pe3yasTaTe MOMICITH-
pPOBaHHUsI KPYIHON KOMIBIOTEPHOW CETH, COIEpIKa-
meit 420 xoctoB u 30 cepBepoB, pa3cICHHBIX Ha
HECKOIbKO cermMeHToB. IIpm »TOoM Tpadmk mepena-
Bascs 1o nporokoidam HTTP/HTTPS, SMTP/POP3/
IMAP, SSH u FTP. beutn peann3oBaHbI aTaky MIECTH
pasnoBumHocTei: Brute Force, DoS, DDoS, Botnet,
BHEJIPEHUE U aTaK! Ha BEO-TIPHIIOKEHHS.

Jlst 06paboTku Habopa TaHHBIX HCTIOIH30BATHICH
OMOMMOTEKN sI3bIKa TIporpaMMupoBaHUs Python:
Pandas, Scikit-learn, TensorFlow, Matplotlib, Pickle.

IIpeno6paboTanabie JaHHBIC BEIOPAHHOTO HA0O-
pa orobpaxarorcss B CSV-dopmare. [[nsa npencras-
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Tabmuma 1. CpaBHeHHE HAOOPOB TAHHBIX

HabGop nanubx

K .
prTepHH CIC-IDS2017 | CSE-CIC-IDS2018 | HIKARI-2021 USB-IDS-1
O0beM Cpennuit Bonboii Mauiblit Maublit

. . YactuuHo
CHHTETUYECKUH, CHHTETUYECKUI, CHHTETHYECKHIA, .
CHUHTCTHYCCKHNH,
Hcrounnk BBICOKAs BapHalrisl | BBICOKAs BapHAIlMsd | HU3Kas BapHALU
auKa 1 atax HU3Kasl BapUalus
TpaduKa u aTak TpaduKa u aTak TP TpacbuKa 1 arax
Hosepue Bricokuii ypoBeHb Bricokuii ypoBeHb | Beicokuil ypoBeHb | Bbicokuil ypoBeHb
Onucanne JocrarouHnoe JocrarouHnoe Hocrarounoe Hocrarounoe
Oducnas ceTh bosbuaz Heb6ompmas [IpocTeitmas
Macmirab cetu KOPIIOpaTUBHAS
CPEIHHX pa3MepoB ceTh JIOKaJbHAs CEeTh apXUTEKTypa
Tabmuma 2. XapakTepuCTHKH BEIOOPOK TS aTak Ha Web-TpritoskeHus
Bribopka
XapakTepucTuka
OO0yuatoras Bamunanmonnas TectoBas
Oomiee uncio 3anuceit 29 696 3712 3712
UYwcno 3amuceil ¢ METKOH BpeIOHOCHOTO 14 848 (50,0%) 1890 (50.9%) 1890 (50.9%)
Tpaduka
Yucio 3amuceii ¢ MeTKo# JieranbHoro Tpaduka | 14 848 (50,0%) 1822 (49,1%) 1822 (49,1%)

JICHUS TaHHBIX B HEOOXOAMMOM (opMaTe OHH TOJITe-
JKaT OTpeNleIeHHON 00paboTKe: MepBUYHBIA aHAN3
JAHHBIX U Mpe/iBapuTeIbHas 00padoTka JanHbeIX. Ha
BBIXOZIe 00paOOTKHM TOJy4daeTcs TOT BUJ JAHHBIX,
KOTOPBIN B JaJIbHEUIIIEM OyIeT UCITOIb30BATHCS IS
obOyuenuss Momeneit kimaccuduratopon. st aToro
OyayT BBIIENCHBI TPH BBIOOPKH: TECTOBast, 00ydaro-
mast ¥ BaIUIAI[OHHAsI.

Tax xax B BbIOpaHHOM Habope MAHHBIX PUBO-
nsTcst Oonee OAHOM Pa3HOBHIIHOCTH aTaKM OJHOTO
W3 TPEACTaBICHHBIX THUIIOB, TO OHH OyIyT B WTOTE
o0beIMHEHBI B ONIWH Kjacc. B urore mpu oOyueHNH
OyzeT MpUHUMATHCS penieHne 00 OTHECEHWH TIOTOKa
JAHHBIX K THIIOBOW arake, HEe YYUTHIBAs €€ TOIBHU].
Kpome Toro, B Habope NaHHBIX MPENCTaBICHBI Pa3-
HBIE COOTHOMIEHUS TpadrKa ¢ aTaKoH ¥ HOPMaIBHOTO
Tpacduka. J{s mydmiero o0ydeHus KIacCHPUKATOPOB
Bech Tpahuk OyaeT MPUBOAUTHCS K MI€ATBHOM Kilac-
coBoil cOamancupoBanHocTu. [Ipu atom Oymem wmc-
MOJIb30BaTh HEKOTOPBIE CTPATETUH COMILUTHPOBAHHSL.

CocrasiieHue BbIOOPOK /1JIsl aTaK HA
Web-npuJioxkenus
Artaku Ha Web-npunoxeHuss B Habope IaHHBIX

CSE-CIC-IDS2018 mnpencraBieHbl TpeMs pa3HbI-
mu Bapuantamu: XSS (Cross Site Scripting), Brute

Force m SQL-unbekmusa. OObeIHHUM TAOIHIIBI IS
MTOCTIEYIONIEH COBMECTHONW 0OpabOTKH W TIPOM3-
BEZIEM 3aMEHY METOK KJIaCCOB, BBITIONHUB YK€ W3-
BECTHBIC TTpeoOpa3oBanus. [lomydaeM KpuTHUIECKII
mucbamanc kimaccoB. OObeM MEHBIIEr0 M3 KIIACCOB
MaJl, 4TO MOJBOJNT HAC K MCIOIH30BAHUIO TIOAXO/IA
MepeceMILTUpOBaHMs OaTaHCHPOBKH KiaccoB. [lpm
3TOM OyayT DyONMpOBATHCS 3aIMCH MEHBIIETO W3
KJIACCOB, TIOKa 00BEMBI KJTACCOB HE CPABHSIIOTCA.

CoOanaHcUpOBaHHBIC NAHHBIC MPOITYCTHM Uepe3
KOHBeliep TNpenoOpaboTKH, COXpaHWUM ITapamMeTphI
HOpPMaJIM3allik W Pa300heM aHHBIC Ha BHIOOPKH.
XapaKTepUCTHKH MOJTYYCHHBIX BRIOOPOK CBEICHEI B
Taomiy 2.

OO0yunM KImaccu(uKaTop Ha OCHOBE JIOTUCTHYIC-
CKOH perpeccuu co cTaHJapTHbIMU Napamerpamu. B
pesynbrare o0y4eHa MOJENb CO CIEAYIONUMH 3Ha-
YEeHUSMHU METPUK KadecTra [ 10] o TecToBOH BEIOOP-
ke: akkypartHocTh: 0,945043; Ttounocts: 0,905288;
nostHoTa: 0,996296; F-mepa: 0,948615.

[Ipu mombITKEe OAOOpATh ONTUMANIBHBIE THUTIEP-
rmapamMeTpsl Kraccudukaropa Oblia moiydeHa oosee
KadecTBeHHass Mozaenb. CoXpaHHM IOIOTHAHHYIO
Monens cpenacTBamu Onbmmoteku Pickle. Metpuku
KadgecTBa Kraccudukraropa ¢ 0a30BBIMU M OTITHMAITb-
HBIMH THIIEpIIapaMETPaMH CBEJCHBI B TAONHITY 3.
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OO0yunM KiaccH(PHUKATOp HAa OCHOBE PELIAFOIIETO
JiepeBa CO CTaHJIAPTHBIMH TlapaMeTpaMu. B pe3syib-
TaTe MojlydyeHa MOJENb CO CIECAYIOUIMMH 3HAUYeHUS-
MU METPHMK KauecTBa IO TECTOBOW BBIOOPKE: aKKy-
patHOCTB: 0,999461; Tounocts: 0,998943; monHoTA:!
1,0; F-mepa: 0,999471.

OcymecTBiM TIepeOOp ONTUMANBHBIX ITapamMe-
TpoB. [Ipr 3TOM 3a cUeT MEHBIIEro pa3mMepa BbIOO-
POK TOSIBUJIACh BO3MOXKHOCTh PACIIMPUTh CETKY I1a-
pameTpoB 0e3 MOTeph BBIYUCIUTEIBHON CKOPOCTH.
[Tomyuennsiit B pesynsrare nepedopa Kiaccuduka-
TOp MMEET Te K€ 3HAYCHMsI METPUK KayeCTBa, 4TO W
0a30BbIi. JlemaeM BBEIBOI O TOM, 4TO 0a30BEIN BapH-
aHT CIPABIISUICS C 3aJ[a4el ONTHMAaIbHBIM 00Pa3oM.

PaccmoTpum 0a30BEIi BapuaHT KiraccuuraTopa
Ha OCHOBE HEMpOHHOU ceTu. B pesynbrare nomyue-
Ha HEHPOHHAsl CETh CO CIEMYIONUMH 3HAYCHUSIMHU
METPHUK KavecTBa IO TECTOBOM BHIOOpKE: aKKypar-
Hocth: 0,987607; tounocth: 0,983735; monHora:
0,992063; F-mepa: 0,987882.

[Ipu momy4ennu 6oee akKypaTHOHM Mo ObLIa
yMmenbleHa ckopocts ooydenus ¢ 0,001 zo 0,0005.
MeTtpukn KiIacCH(PHUKaTOPOB CBEAEHBI B Tabmiwuie 4.
OnTuMaIbHYI0 MOAEIb COXPAHUM CPEICTBaMH OH-
omuorexu Pickle.

XapakTepUCTUKN JIy4IIUX MOZENIEH KaKJI0ro
BHJIa CBEACHBI B TAONMUIly 5. B CBS3M ¢ MOpPSIAKOM
3HAQYEHUN METPHUK KauyecTBa IOJIYYEHHBIX MOAEIEH
BaTUAAIOHHAs BBIOOpPKA OKa3ayiach HEBOCTPeOo-
BaHHOH BO BCEX TPEX CIIydasiX.

Ha ocHoBaHuM TaHHBIX MPEACTABICHHON BBIIIE
TaOJIUIBI MOXKHO YTBEPXKIATh, YTO ONTHMAIBHON
MOJICIBIO JUIsl BBISIBIICHWs atak Ha Web-mipuiio-
JKEHMS SIBJISIETCSI MOJIENIb Ha OCHOBE PEIIAIOLIETO
nepesa. Mcnonp3oBaHue HEWPOHHOI ceTH HM30BI-
TOYHO.

CocrasJ/ieHHe BBIOOPOK /IJISl aTAKH THIIA
Infiltration

Jnst yactr HaOOpa NaHHBIX, CONEPIKAIINX aTaKy
tuna Infiltration, mpou3Bengem 3aMeHy METOK Kilac-
COB. B crricke HOBBIX METOK HaOIIOZaeM SIPKO BbI-
pakeHHbIH nucbananc kimaccoB. OObEMBI BEIOOPOK
JOCTATOYHBI ISl MICTIONB30BaHMS HEI0CEMILTUPOBA-
Hust. [Ipu 9TOM ITyOIMpyrOTCS 3alIMCH MEHBILETO W3
KJIaCCOB, MMOKa 00BEMBI KIIACCOB HE CpaBHsIOTCS. B
9TOM CJIy4ae UCIIOIb3YIOTCS BCE TaHHBIE.

[MporycTiM cOanaHCHpOBaHHBIC JAaHHBIE Yepes
KOHBelep MpenoOpaboTKu, COXpaHHM IapaMeTphl
HOpPMaJIM3allik M pa300beM JaHHbIE Ha BBIOOPKH.
Peanusanust gaHHBIX MpeoOpa3oBaHUil aHAJIOTUYHA

Ta6n1/1ua 3. 3naueHus MCETPUK KauCCTBa KﬂaCCI/I(i)I/IKaTOPOB Ha OCHOBE JIOTUCTUYECKOI perpeccun ajisd atak Ha Web—an/I-

JIOKCHUA
Mertpuka kayecTBa
Knaccudukarop
AKKYpaTHOCTb TouHOCTH [Tonnora F-mepa

Knaccupuiarop ¢ Gasosbin 0,945043 0,905288 0,996296 | 0,948615

napamerpamu
Krnaccudukarop ¢ onTuMaabHBIMU 0.951509 0.913043 1.0 0.954545

napamerpamu

Tabnuua 4. 3Ha4eHNs] METPUK KauecTBa KIacCU()UKATOPOB HA OCHOBE HEHMPOHHOM ceTH Jyis atak Ha Web-ripuiioxeHust

MeTtpuka KauecTBa
Knaccudukarop
AKKYypaTHOCTb TouHOCTB [Tonnota F-mepa
Knaceuduiarop ¢ 6asosbimn 0,987607 0,983735 0,992063 | 0,987882
napameTpaMu
Knacengurarop ¢ onmimaisHemis 0,992457 0,989485 0,995767 | 0,992616
mapameTpaMu
Tabnuna 5. XapakrepuCTHKH MOJEIICH st aTak Ha Web-npuiiokeHust
Merpuka kauecTBa Pasmep
Monens
AKKypaTHOCTb TouHOCTB ITosnHoTA F-mepa MozeH, KO
Jlorucriteckas 0,951509 0,913043 1,0 0,954545 7
perpeccust
Pemaromee nepeso 0,999461 0,998943 1,0 0,999471 16
Heiiponnast ceTh 0,992457 0,989485 0,995767 0,992616 110

«Infokommunikacionnye tehnologii» 2023, vol. 21, no. 3 (83), pp. 20-27



24 IMozausk U.C., Maxapos U.C.

MIPEICTABIEHHOM BhIlIE. XapaKTEPUCTUKHU IOJyUEH-
HBIX BEIOOPOK CBEJICHBI B TAOIHILY 6.

Paccmotpum kinaccupukarop Ha OCHOBE JIOTH-
CTHYECKOW PErpeccuy cO CTaHJIAPTHBIMH IapamMe-
Tpamu. B pesynbrate oOydeHUs MoJy4eHa MOJENb
CO CIENyIONMMH 3HAYCHUSIMH METPHK KauecTBa
[0 TECTOBOH BBIOOPKE: akkyparHOcTh: 0,555470;
TouHOCTE: 0,594545; momnora: 0,355796; F-mepa:
0,445180.

Mopnenb He cripaBiigeTcs co cBoel 3afaueid. Kaue-
CTBO KJaccu(ukanmu OINU3KO K YPOBHIO CITy4aifHOTO
yraaeiBanus. [Ipu mombITke mMog00paTh JydIIve Tu-
neprapamMeTpsl KiiacCu(puKaropa KauecTBO PadOThI
KIaccupuKaropa He YayqIIiioch.

B pesynsrare oOydeHust kiaccupukaropa Ha
OCHOBE PEINAOIIEero JiepeBa CO CTaHIAPTHBIMH I1a-
paMmeTpaMu TONyuyeHa MOJEIbh CO CIEIYIOUMMU
SHaYCHUAMU METPUK Ka4€CTBa IO TECTOBOM BI)I60p-
Ke: akkypatHocTh: 0,568221; Tounocts: 0,570853;
nostaoTa: 0,558334; F-mepa: 0,564524. TlonyuenHas
MOJIE/Ib HE IPEBOCXOAUT IPEABIAYIYIO 110 KAYE€CTBY.

[TompoOyem mono00paTs Oosiee OCMBICICHHYIO
ceTky mapametpoB. it aToro ompenenstoTcs 3a-
BUCHUMOCTH METPHK KadecTBa KJIacCU(pHUKATOpa OT
KJIFOUEBBIX THUIIEPIApAMETPOB MOJAEIN Ha TECTOBOM
YU BAIAJAIMOHHONW BBIOOPKAX: B 3aBHCHMOCTH OT

[IyOWHBI JIepeBa, B 3aBUCMMOCTH OT Ipelena pas-
BETBIICHUS, B 3aBUCUMOCTH OT KPUTEPHUS Pa3BETBIIC-
Husi. Ha ocHOBE 3TUX CBEIEHUI COCTaBIsI€TCS HOBAs
CeTKa U TaKUM 00pa3oM HAXOIUTCS JIydIlas MOMIETb,
KOTOpasi 00aaeT HEMHOTO JIYIIIAMHA CBOHCTBAMHU.
XapakTepuCTHUKN MOJIEICH CBEIeHBI B TAOIHITY 7.

[Tpu oOy4ennu xinaccudukaTopa Ha OCHOBE HEW-
POHHOM CETH YCIIOXHUM €€ apXHTEKTypy OTHOCH-
TEJBHO MPEJCTABICHHON paHee MmyTeM J100aBICHHUS
BTOPOTO CKPBITOTO TOTHOCBSI3HOTO clios. Ywmcio
HEUPOHOB B 000MX CKPBITHIX CJIOSX YCTAHABIINBACT-
cst paBHbiM 100. Ba3oBasi Mojens mocne o0ydeHUs
o0amaeT 3HAYCHUSMH METPHK KadeCTBa IO TECTO-
BOH BBIOOpKe: akKyparHOCTh: 0,571124; TouHOCTB:
0,694168; momuora: 0,258100; F-mepa: 0,376291.

[TonipoOyem monyuuTh OOJiee aKKypaTHYI MO-
JIeb TPU TIOMOIIM TOIX0/1a, aHAJIOTHYHOMY IIpel-
CTaBJICHHOMY B OOYYCHHH C PEMIAIONIAM JCPEBOM,
C OIpeAeieHneM METPHUK KadecTBa IS KITFOUEBBIX
mapameTpoB mozaenu. [IpomsBenem mepebop Takmx
rmapamMeTpoB. Jlydmmas u3 pacCMOTPEHHBIX MOeei
ObLIa MoMyYeHa MMPU UCIIONH30BAaHUH THUTIEpOOIIHYe-
CKOTO TAaHTCHCA KaK (YHKITUH aKTHUBAIIUU CKPBITHIX
CJIOEB C COXPAHEHUEM ITPOUNX TUIIEPIIapaMeTPOB 0a-
30BOTO Kaccuukaropa. XapakTepUCTUKH MOJIeIeH
CBEJICHBI B TaONHITY 8.

Tabmuma 6. XapakTeprucTHKH BEIOOPOK [Tt aTaku Tuma Infiltration

Bri6opxka
XapakTepucTHKa
OO6yuJatomas Bamnpanuonnas TecroBas
O01mee yncIo 3anucei 259 094 32 387 32 387

Hlucao samHceit ¢ METKOH 129 622 (50,0%) 16 228 (50,1%) 16 234 (50,1%)

BPEIOHOCHOTO TpaduKa
Uwucrno 3amuceid ¢ METKOU JIETaTIbHOTO 129 472 (50.0%) 16 159 (49.9%) 16 153 (49.9%)

Tpaduka

Tabnuna 7. 3Ha4eHUs] METPHUK KaueCTBa KJIAaCCH(PHUKATOPOB HA OCHOBE HEHPOHHOM ceTH [yt araku tuna Infiltration

Merpuka kauecTBa
Knaccuguxarop
AKKypaTHOCTb TouHOCTH [Tonnora F-mepa
Kaaccuduxarop ¢ 6asosbimu 0,568221 0,570853 0,558334 0,564524
napaMeTpamu
Knaccudurarop ¢ nogodpatubiMi | ses6- 0,588601 0,576999 0,582742
rnapaMeTpamu

Tabnuua 8. 3Ha4eHUs] METPUK KauecTBa KJIacCH(UKaTOPOB HAa OCHOBE HEWPOHHOW ceTH Juisi ataku Tuma Infiltration

Mertpuka kauecTBa
Krnaccudukarop
AKKypaTHOCTb TouHOCTB ITonnora F-mepa
Kuaccupuicarop ¢ 0,572266 0,709484 0,248367 0,367933
0a30BBIMH MMapamMeTpamMu
Kiraccuduxarop
¢ MogoOpaHHBIMU 0,550252 0,539627 0,699581 0,609281
napaMeTpamu
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Tabnuma 9. XapakrepucTuku Monesen st araku tuna Infiltration
Mertpuka kauecTBa Pazmep
Mopens
AKKYypaTHOCTb TouHoCTB ITonnora F-mepa MOJIENH, KO
Jlornetiriecias 0,555470 0,594545 0,355796 | 0,445180 7
perpeccust
Pewaromee nepeso 0,585821 0,588601 0,576999 0,582742 489
Heiiponnas ceThb 0,550252 0,539627 0,699581 0,609281 130
Tabnuua 10. Jlyumne rnoxy4eHHbIe MOJISIH MAIIMHHOTO 00y4YeHHs ISl KiIacCU(HKALIMN aTaKk
A Tum Mertpuka KauecTBa Pazmep
Taka
Knaccudukaropa AxkyparHocTb | TouHOCTH ITomaoTa F-mepa Mozenu, KO
Web Pemaromee nepeso 0,999461 0,998943 1,0 0,999471 16
Infiltration Hetiponnas cetsb 0,550252 0,539627 0,699581 | 0,609281 130

XapakTepUCTUKHU JIYyUIlIUX MOJENEeH KaXKJI0ro
BHIa CBeIeHBI B Tabmuiyy 9. Ha ocHOBaHMmM 3THX
JAHHBIX MOJKHO YTBEP)KAATh, YTO ONTHMAIBLHONW MO-
JIeNbI0 JUTA BBISBIEHUS arak Twma Infiltration sBms-
ercst HeiipoHHas ceTb. [Ipu 3TOM pe3ynbTaThl Kiac-
cupUKAIMK AaKe U JIydIied MOJENn SBISIOTCS
HEY/IOBJIETBOPUTEIEHBIMH.

Jlyamme momenu i KiIacCU(PUKAIIMH PaccMO-
TPEHHBIX aTaK, KOTOpbIe OBUIN MOTYYeHBI B XOJe pa-
OO0THI, ¥ 3HAYCHHUSI MX METPUK Ka9eCTBA 10 TECTOBBIM
BBIOOpKaM CBeIeHBI B Ta0Ommiry 10.

Jlst atak Ha Web-TprioKeHus ObUTA TIOTyJeHBI
pe3yibTaThl, OMU3KHE K ONTUMAIbHBIM. ATaKy THIIA
Infiltration ynoBIEeTBOPHUTETHHO KIACCHPHUITUPOBATE
Ha TIPEICTaBJICHHBIX IAHHBIX U TPHU TIOMOIIHN pac-
CMaTpPUBAEMBIX AJITOPUTMOB C (PUKCHPOBAHHOM ap-
XUTEKTYpOH HE yaanoch.

Taroke OBIIO TIPOBENEHO OMOIHUTENHHOE HC-
CJIeZIOBaHUE, TPH KOTOPOM TTPOU3BOAMIACH TTOMBITKA
KJTaccu(uKanmuy JaHHBIX B HaOOpe, B KOTOPOM OT-
CYTCTBOBalIM Kakue-1u00 araku. Bce momenu cmpa-
BWIKCH C 3ajaded. U paccmarpuBaemble aTaku He
Ol TaM oOHapyxkeHbl. [Ipu MmombeITKe 0OHApYKE-
HUS HEW3BECTHOHN KiacCH(UKATOpY aTaku (Hampu-
Mep, Brute Force mms arak Ha Web-niprmoskenns)
MOJIENT 0XKMIa€MO HE CIPABMIINCH C 3a/1a9eH.

3akaueHne

Jnst ynydieHust pe3ysibTaToB 0O0y4eHUS! MOXKHO
WCTIONB30BaTh TpeBapUTENbHYI0 00paboTKy naH-
HBIX MHOTO BUJ1A, T1ie Oy/IeT OCYLIECTBISATHCS YIIOp Ha
pelieHune 3a1a4n Kiaccu(pUKanui KOHKPETHOTO BUIA
araku. [Ipum 3TOM BO3MOXHO 3HAUUTENIBHOE YCIOXK-
HEHHE apXUTEKTyphl Mozeneidl (0coOeHHO TepcreK-
TUBHBI HEHpOHHBIC ceTH). Taxke BO3MOXeH Ooiee
TIIATEIbHBIA MepeOop TUIepnapaMeTpoB MOJCICH,
CBSI3aHHBIN C MOBBIIICHHEM TPEOOBAaHUH K BBIYHCIIU-
TEJIbHBIM MOIITHOCTSIM MJIM BPEMEHU 00y4YeHUSI.

B nanpHeliieM mnpesrnonaraeTcsi MCIOIb30BaTh
TIPEIIOKEHHBIE CITOCOOBI YIYUIICHUS PE3yIbTaTOB.
Kpowme Toro, mpemnonaraercs paccCMOTPETh METPUKH
Ka4deCcTBa JJIsl IPYTUX BUIIOB aTakK C UCTIOIh30BAHUEM
TeX K€ THIIOB KJIACCH(DHUKATOPOB: pelIaroIiee aepe-
BO, JIOTHCTHYECKAS pEerpecCHsl, HEHpOHHAs CETh.
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3ajiaua omnpesIeNieHus aKTyalbHBIX YIpo3 0e30macHoCTH prHoOpeTaeT Bee Ooblee 3HaYeHNE, YTO 00YCIOBICHO POCTOM 00be-
MOB 00pabarbiBaeMoil MH(pOPMAIIK OTPAaHUYEHHOTO JIOCTYIIA, YBEIHYEHHEM KOJIMUECTBA BCEBO3MOXKHBIX YTPO3, TOBBIIICHHEM
MOTeHIIMAJIa HapyIHTeneid. Ha mpeanpusvsax u B opraHu3anusx pa3HbIX cep SKOHOMHUKH CHEHATNCTHI PETYISIPHO TPOBOJIST
ayuT MHOOPMAIMOHHOM 0E30ITaCHOCTH C ENBIO BEISBICHHUS YA3BUMOCTEH M B KOHEUHOM MTOTE IS PEAOTBPAIICHNS BO3MOXK-
HBIX HETaTHBHBIX MOCIEACTBHH. J[JIs MOCTpOEHMs pallMOHAIBHON CHCTEMBI 0€30IacHOCTH MH(pOPMAIMK Ha 00BEKTE BaXKHO
OpraHu30BaTh 3AIUTY UMEHHO OT aKTyaJbHBIX yIpo3, TaK KaK OT BCEX yrpo3 HOCTPOHUTH 3aLIUTY HEBO3MOXKHO, J1a M HELele-
coo0pa3Ho. B cTarbe mpemoxkeHsl MOZICTH U alNrOPUTMBI ONPEACNICHHS aKTyaJIbHBIX YTPO3 Ha OCHOBE 3KCIIEPTHOTO TTOAX0/a,
KOTOpBIE MOTYT CTaTh 0a3ucoM UL pa3pabOTKH aBTOMAaTH3MPOBAHHOW CHCTEMBI NMPHHSTHS JOCTOBEPHBIX PEIICHUH B 3a1a4ax
3aIUTHl 00BEKTOB HH()OPMATH3AIINH.

Knrouegwie cnoea: yeposa bezonacnocmu, Memoo aHaiu3a uepapxutl, uepapxuieckas Mooeis

BBenenue

st onpeneseHus akTyalbHBIX YIPO3 HUCIIONb3Y-
0T pa3inyuHbIe METONBI [2; 3; 7; 9], yUUTHIBAIOT OCO-
OCHHOCTH ]ISl KOHKPETHBIX c(hep NeATeNbHOCTH [5],
CYIIECTBYIOT TaK)K€ aBTOMAaTH3UPOBAaHHBIE CUCTEMBI
Ha OCHOBE MPOrpaMMHBIX IpoayKToB [12]. Bce atu

METOJIbl OCHOBAHBI Ha MOJIOKEHUSX METOAUKH OLICH-
KH yrpo3 Oe3ornacHOCTH (efiepalbHOM CITyKOBI TI0
TEXHUUYECKOMY U 3KcopTHOMY KOHTpoo (PCTIK)
Poccunm ot 2021 roga. YuurteiBaeTcst HEOOXOIUMOCTD
MPOBEICHUS OCHOBHBIX 3TAaloOB 3TOr0 IMpoliecca:
aHaJIM3a 3alUIIAeMbIX OOBEKTOB, OIMPEICIICHUS He-
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