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3ajiaua omnpesIeNieHus aKTyalbHBIX YIpo3 0e30macHoCTH prHoOpeTaeT Bee Ooblee 3HaYeHNE, YTO 00YCIOBICHO POCTOM 00be-
MOB 00pabarbiBaeMoil MH(pOPMAIIK OTPAaHUYEHHOTO JIOCTYIIA, YBEIHYEHHEM KOJIMUECTBA BCEBO3MOXKHBIX YTPO3, TOBBIIICHHEM
MOTeHIIMAJIa HapyIHTeneid. Ha mpeanpusvsax u B opraHu3anusx pa3HbIX cep SKOHOMHUKH CHEHATNCTHI PETYISIPHO TPOBOJIST
ayuT MHOOPMAIMOHHOM 0E30ITaCHOCTH C ENBIO BEISBICHHUS YA3BUMOCTEH M B KOHEUHOM MTOTE IS PEAOTBPAIICHNS BO3MOXK-
HBIX HETaTHBHBIX MOCIEACTBHH. J[JIs MOCTpOEHMs pallMOHAIBHON CHCTEMBI 0€30IacHOCTH MH(pOPMAIMK Ha 00BEKTE BaXKHO
OpraHu30BaTh 3AIUTY UMEHHO OT aKTyaJbHBIX yIpo3, TaK KaK OT BCEX yrpo3 HOCTPOHUTH 3aLIUTY HEBO3MOXKHO, J1a M HELele-
coo0pa3Ho. B cTarbe mpemoxkeHsl MOZICTH U alNrOPUTMBI ONPEACNICHHS aKTyaJIbHBIX YTPO3 Ha OCHOBE 3KCIIEPTHOTO TTOAX0/a,
KOTOpBIE MOTYT CTaTh 0a3ucoM UL pa3pabOTKH aBTOMAaTH3MPOBAHHOW CHCTEMBI NMPHHSTHS JOCTOBEPHBIX PEIICHUH B 3a1a4ax
3aIUTHl 00BEKTOB HH()OPMATH3AIINH.

Knrouegwie cnoea: yeposa bezonacnocmu, Memoo aHaiu3a uepapxutl, uepapxuieckas Mooeis

BBenenue

st onpeneseHus akTyalbHBIX YIPO3 HUCIIONb3Y-
0T pa3inyuHbIe METONBI [2; 3; 7; 9], yUUTHIBAIOT OCO-
OCHHOCTH ]ISl KOHKPETHBIX c(hep NeATeNbHOCTH [5],
CYIIECTBYIOT TaK)K€ aBTOMAaTH3UPOBAaHHBIE CUCTEMBI
Ha OCHOBE MPOrpaMMHBIX IpoayKToB [12]. Bce atu

METOJIbl OCHOBAHBI Ha MOJIOKEHUSX METOAUKH OLICH-
KH yrpo3 Oe3ornacHOCTH (efiepalbHOM CITyKOBI TI0
TEXHUUYECKOMY U 3KcopTHOMY KOHTpoo (PCTIK)
Poccunm ot 2021 roga. YuurteiBaeTcst HEOOXOIUMOCTD
MPOBEICHUS OCHOBHBIX 3TAaloOB 3TOr0 IMpoliecca:
aHaJIM3a 3alUIIAeMbIX OOBEKTOB, OIMPEICIICHUS He-
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TaTUBHBIX MOCIEACTBUN, XapaKTEPUCTUKH HAPYIIH-
TeJIsl, COCTABJICHUS CLICHAPUEB PeAIN3aLUU YIPO3.

Hpen.naraeMbIe MOJ€JIN X AJITOPUTMBI

Mopens yrpo3 paspabareiBaeTCsl TPYHIION 3Kc-
MIEPTOB, Y KOTOPBIX €CTh ONBIT B cepe nHdopmanu-
OHHON 0€30MaCHOCTH, €CTh JOCTYI K amapaTHbIM
W POTpaMMHBIM CpeAcTBaM HH(POPMAMOHHBIX
CHCTEM MPEANPHITHS, JOCTYI K aKTUBaM, AJsI OCYy-
LIECTBJICHUS] OLEHKH KaK [EHHOCTU 3alIMIIaeMBbIX
pecypcoB, Tak M YPOBHS 3alIMIICHHOCTH MX Ha
JaHHOM OO0BEKTe. DKCHepT IpH pa3paboTke Moje-
JI YyIPO3 OCHOBBIBACTCS HAa OOBEKTHBHBIX JAHHBIX,
TakdX KakK TpeOOBaHUS M TOJIOKEHUS HOPMAaTHB-
HO-TpaBoBbIX J0KyMeHToB PCTOK Poccum, mpo-
BEAICHHOM aynnuTe MHQPACTPYKTYyphl MPEAIPHUSTHS,
CBEJICHHU 00 aKTyalbHBIX YS3BUMOCTSIX B CHUCTEM-
HOM U IIPUKJIAJHOM IIPOrpaMMHOM oOecrieueHun. B
POJIM BKCIIEPTOB MOTYT BBICTYNATh COTPYAHUKH Op-
TaHU3alUHd C COOTBETCTBYIOLICH KBadM(UKaIUEH B
oOactTi HHGOPMAIIMOHHON OE30MMaCHOCTH WU CTO-
POHHHE CIELUAIUCTHL. B miepBoM ciydae 3KcrepTh
XOpOIIO 3HAKOMBI C MH(PACTPYKTYpol mpenmpusi-
THS, 0COOEHHOCTSIMH OM3HEC-TIPOLIECCOB, peaIbHON
CUTyalleld, MpH 3TOM MOTYT IPOBOAWUTH OLICHKY
cyOobekTBHO. CTOpPOHHHE CIEHUATUCTBI, HA000-

POT, TIpM HE3aBUCHUMOH OILIEHKE MOTYT HEZOCTaTOYHO
YUUTHIBAThH CTIENN(UKY U OCOOCHHOCTH JIEATEIbHO-
CTH OpraHU3alUU. DKCIIEPTHBIN TOX0T OCHOBAH Ha
cOope, aHaIM3€e W PAaH)XKUPOBAHWHU OLEHOK JKCIEP-
ToB. Ha pucynke 1 mpencrasieHa ximaccudukaius
METOZIOB AKCTIEPTHOTO MOIXO0/IA.

1. MeTtoas! TPYIIIOBOTO OTMpOCa dKCIEpToB. Me-
toz IlarTepH mpenmonaraeT KOJIEKTUBHYIO paboOTy
9KCIEPTOB, 00CYKEHIE MHEHHUH, COBEIaHUH, TIPO-
BOAVMIMBIX B HECKOJIBKO payHIOB, Ha KaXX/IOM 3Talle
OTIPOCOB IKCIIEPTOB HEe MeHstoT. s metona endu
IJIaBHOH OCOOEHHOCTBIO SIBIIAETCS HE3aBHCHMOCTD
OKCIICPTOB 1 OTCYTCTBUE BIIUAHNA HAa UX OLICHKY, ITPU
3TOM Kﬁ)K,ZH)IfI pa3 NpHUBJICKAOT HOBBLIX 3KCIICPTOB.
Pesynbrare! Takoit paboThl moaBepraroTcss 00padboT-
K€ METOJJaMH CTaTUCTUYECKOrO aHaju3a, u popMu-
pyeTcsi KoHeuHas OLleHKa.

2. MaremMaTruKo-CTaTUCTHYECKHEe METOABl 00pa-
0OTKH OKCIICPTHBIX OLCHOK OCHOBAHBbI HAa ITPOBC/IC-
HUU KOPPETSAIMOHHON OIEHKH, pacyeTe TUCTIEPCHH,
Pa3IMYHOTO pojia pachpeesieHuil 1 oApa3AesioT-
Csl Ha: PaHKUPOBAHME, METOJ| MAPHBIX CPABHEHUH,
METOJ TOCIEN0BAaTENbHBIX MPEANOYTEHUH, METO
HENOCPEJICTBEHHOMN OLIEHKU U JIpyTHe.

3. MeTozp! SKCIIEPTHOM OIEHKH ITOKa3aTeseH Ka-
YeCcTBA OCHOBAHBI HA OTPEIETICHNH BECOMOCTH TOTO

MeToIE1 3K cITep THOT 0 103X 074

Y

Y

Meroms! rpymmoeore M Teni THEO-C TA THE THYeCKIe Meroze1 IKCTIEp THOH
] | meromer IKCTIEPTHRIX OITEH0E | OHEHEI IORAA TETAl
OIIp OCA HKCIePTOR ' . K ecTEA
MeToapI rIaBEHEIL
— Metog Jexd - P amxmp oeaHIte —- e
TOY €5
Meron FECIIpecc-MeT
—-| Meroxg IIATTEPH | Herocpeqc TBeHHOI | | THCHIPECCMETON
- EKOMILT & CHOI 0IeHEIT
Kongé .. MeTog, M
OMOHEII] OB AHHE I »| mocrempea TerrHLIx eTOOEI TEITE CHITA 110
MEeTo . ¥ POBHAM
T &0 TEHITET
- MeToge! map HEIX MeToIp1 oImp emeTesmia
Cp ABHEHHIT —| K03 jgienTos
B eC0MOCTH

Pucynok 1. Knaccudukanus MeTo10B 3KCIIEPTHOTO NOAX0AA
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WJIM MHOTO KPUTEPHS KaueCTBa MPOYKIIMU UITH YCITY-
ru. [IpuMeHenne JaHHBIX METONOB IIeJIeco00pa3Ho,
€CJIM TIOKa3aTeJIIMUA KauyeCTBa BbIOPAHBI KOHKPETHBIE
(u3nYecKre BEIMYMHBI ¥ B HAJTMYUHU IPUCYTCTBYIOT
HU3MEpUTEIbHbBIC TPUOOPHI C 3aJaHHBIMHA METPOJIOT -
YECKHUMHU TTapaMeTpaMu.

Jlist Hamero WccienoBaHus ObLT BRIOpAH Kiacc
MAaTEMaTHKO-CTATUCTUIECKIX METONOB 00pabOTKH
AKCIIEPTHBIX OIEHOK, KOHKPETHO METOII aHAIN3a re-
papxuit (MAN).

Ha nepBom sTare perneHus 3a1a4u ¢ IpuMEHEHH-
eM MAMU cnenyeT 3a1ath KPUTEPUU OIICHKU yTPO3.
Ha BTOpOoM 3Tame 3KcmepThl JOHKHBI OMPENCTUTh
CTEIEHb 3HAYMMOCTH KPUTEPUEB TIOMIAPHBIM CPaBHE-
HUSM 110 9-0aimpHOM mKane. [IpenMyIecTBo 3Toro
METO/a 3aKJIF0YAeTCs B TIPEI0CTABICHNH BO3MOKHO-
CTH ydeTa pa3jHuHbIX (PaKTOPOB, HECOMOCTABUMBIX
IPyT C APYTOM, IJIS TOTO TPOBOIUTCS CPaBHCHUE
Ka)XI0TO KpUTEPHUS C KaXIbIM [3; 5].

Hawmu 65112 pa3zpaboTana nepapxudeckas MOJCIb
OTIPEJICIICHNS aKTYaTbHBIX YTPO3 C UCIIOIB30BAHIEM
MAMU (pucyHoxk 2).

Ha mepBoM ypoBHE Tipe/icTaBICHBI ATAITBI TPOIIEC-
ca OLIEHKU YTpo3 0e30MacHOCTH B COOTBETCTBHH ¢ Me-
TOJMKOM OIEHKH yrpo3 0e30MmacHOCTH HHGOPMAIUH
OCTOIK Poccun ot 5 eBpans 2021 rona: HeraTHBHBIE
MOCJIEACTBHS, KOTOPBIC MOT'YT MPUBECTH K YIIEPOY IS
NPEANPHUSITHS, TIePEUYeHb yrpo3, IepeuyeHb 00BEKTOB
BO3JCHUCTBHUS 3THX yIPO3, CPEIH KOTOPHIX aBTOMATH3H-
pOBaHHEBIE pabodune MeCTa, CepBepHOE 000PYIOBaHUE,
ceTeBble, HHTEP(EHCHBIC KOMIOHEHTHI U IPyTHE.

Ha BTOpoM ypoBHE HEOOXOMMMO BBIICITUTEL KPH-
TEpHH, YPOBEHb 3HAYMMOCTH KOTOPBIX JIOJIXKHBI Olle-
HUTh 9KCIIEPTHI.

Tperuil ypoBEeHb BKJIIOYAET HEMOCPEIACTBEHHBIE
3HAYEHUSI OICHKH KPUTEPUEB B NMPOLIEHTHOM OTHO-
HICHNU.

Cormacno Metonuke ®CTOK nmns onpeneneHus
YTPO3, aKTYaJIbHBIX IS JAaHHOW OpTraHu3aIui, Heoo-
XOIMMO OTIPEAETUTHh UCTOYHHUK YTPO3 IO BO3MOXKHO-
My HapyUIUTEJIO0, IPOBECTH WHBEHTAPU3AILIMIO BCEX
aKTHUBOB ISl TOHMMaHUS OOBEKTOB BO3ICHCTBHUSA,
paccMoOTpeTh BCe BO3MOXKHBIE YSI3BUMOCTH, PEallb-
HbIE aTaKy Ha KOMITBIOTEPHBIE CHCTEMBI, JOCTYITHbIE
13 PA3MTUYHBIX OTKPBITHIX HCTOYHUKOB, OIIEHUTDH BO3-
MOXKHBIE pUCKH (ymiep0) Amis BianenbleB HHQOP-
MaIlMOHHBIX akTHUBOB [1; 4]. Yrpo3y Ge3omacHoCTH
nHpopmaru (YBU) cocraBisiioT cieayromnme KoM-
TTOHEHTBI:

YBUi = [mapymuTens (HCTOYHUK YTPO3bI), 00b-
€KT BO3/IEHCTBHSA, CTIOCOOBI peasu3aliui yIpo3bl; He-
TaTHUBHBIC TTOCIICICTBHS |.

Mogens yrpo3 paspadareiBaeTcs, KaKk MpPaBHIIO,
TPYTMIION SKCTIEPTOB, MHEHHS KOTOPBIX MOTYT HE CO-
Bragare. [Ipy KOJUIEKTHBHOM OLIEHUBAaHHH JOCTO-
BEPHOCTH MPHUHATHIX PEIICHUH CleayeT 00ecreunTh
COTJIaCOBAaHHOCTHIO C WCKIIIOYEHHEM HEOObEKTHB-
HBIX 3aBBIIIEHHBIX WJIM 3aHKEHHBIX TPOTHO30B.

Jns pemeHuss BO3MOXKHBIX MPOOJIEM OLEHKH
COTJIaCOBAaHHOCTH MHEHHUH JKCHEepPTOB TpPHUMEHE-
HUE TOJBKO METO/a aHaju3a HepapXuil SBIsIeTCA
HefocTaTouHbIM. HeoOxommumo ompenenuTs corma-
COBAaHHOCTh OIICHOK OKCHEPTOB I JOCTHIKEHUS
HauOONBIIEH JOCTOBEPHOCTH MPHUHITOTO PELICHMUS.
CyObeKTHBHBIC MCUXOJIOTHYECKHE (DAKTOPBI MOTYT
WCKa3WUTh MOJYYEHHBIE B XOJE OLEHKU PE3YNIbTaThl.
UTo0bI OIEHNTH YpPOBEHb COITIACOBAHHOCTH JKC-
MIEPTHBIX OIIEHOK MPeJIaraeTcst BEIYUCINTS IJIs paH-

Omp eTereH e AK TV IBHEIX YTP0? §63 011 CHOC TH 00E 6K T
[ wpoEeHE Hera 1i1BHETR W OB exTBI .
TPOMEI . KomMrmoHeHTET Hapymnrem PeymTar
‘Jramer rnocaeqc TEHA E037efic TEHA

VpoBeHE KpHTIYHOCTE 0TKA3A BepoatHocTE VpoEeHE Her'a THBHEIX
Il ypoBeHE MO 0 TOBKI B padoTe KOMIIOHEHTA P eI AL YT ORI TOCIeTCTEHIL B COyYa e
Kpurepuu HAPY LT 211 BOIIRIICTBHA EBIOPAHHEIM cIIocofoM |  |VCITEUIHOE P enIRariem

[
1T ypopeHE == 80% 50-80% 25-50% <25 %
Bapuante! oTEETOR Bric okt CpegHInt Hinrani OreHE HIBKHIT

IKCIEPTOE

Pucynok 2. Uepapxuueckas MOJEIb ONPENEIEHUs aKTyaIbHbIX YIPO3
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YKHUPOBAHHBIX JaHHBIX KOA(PPHUIIMEHT KOHKOPJIAIHH.
[Ipu nepexone 3Toro ko3dduiveHTa 3a 3aJaaHHBIH
npenen (opMUpPyeTCs Pe3ysbTaT O HECITyIaiiHOH co-
IJIACOBAaHHOCTH OLIEHOK T'PYTITBI KCIIEPTOB.

Ha pucynke 3 npencTaBieHbl aIrOpUTMBI OTIPEe-
JICHUS COTJIACOBAaHHOCTH 3KCIEPTHBIX MHEHHH, BKITIO-
qarole 00paboTKy MOJYYEHHBIX IKCIIEPTHBIX OIle-
HOK B BHJIE€ MAaTPHIIbI PAHTOB, pacdyeT KodpunreHTa
KOHKOPJIAIINU W PacyeT CTaTHCTUYECKON 3HAUMMOCTH.

IIpuBeneHHBIN BbILIE ANrOPUTM BKIIIOYAET He-
CKOJIBKO KIJTFOYEBBIX ITATOB:

1. @opMUpOBaHKE FKCIIEPTHON I'PYTIIIBL.

2. OmnpeneneHue moxka3aresei OIEHKH U OIyde-
HHE B COOTBETCTBUU C HUMH IKCIIEPTHOTO MHEHHS.

3. Pacuer maremaTn4ecKux IOKazaTelell cTere-
HU COTJIACOBAaHHOCTH 3KCIIEPTHOTO MHEHHUSI.

4. ®opMHupOBaHNE PE3yabTATOB.

[lepBBIM 3TamoMm TNpemyIaraeMoro ajaropurMa sB-
JsieTcst BONPOC (OPMHUPOBAHUS IKCTIEPTHOW TPYIIIHI.
Ortam TpeOyeT YeTKOM MOCTaHOBKH 3a/1ad B 3aBHCHUMO-
CTH OT pacCMaTPUBAEMOTO OOBEKTA 3AIIUTHI. JKCIEp-
TBI TOJDKHBI 00J1a/1aTh JOCTaTOYHBIMU KOMITETEHITHAMHE

Hagamxo

B PA3MUYHBIX ACTIEKTaX HHPOPMAIIMOHHON 6€30T1acHO-
CTHU C Y4ETOM NMPUMEHIEMBIX Ha 00BEKTE TEXHUIECKUX
pemennii. Kpurepun oT60pa TOMKHBI YIUTHIBATH TPO-
(eccroHabHbIE KBATH(DUKAIIMU U OTIBIT.

Omnpenenenue nokas3arenel OIEHKH CITY)KUT KITIO-
YEBBIM ITATOM B (JOPMUPOBAHUU MHEHUS 00 aKTyalb-
HOCTH yrpo3 nadopmarmoHnoi 6e3onacHoctH [ 10]. Ha
JAHHOM JTare JOJDKHBI OBITh BBIZENIEHBI Hanbojee
3HAYMMBbIe XapaKTEPUCTUKH CyOBEKTa OLEHKH, CO-
BOKYITHOCTH KOTOPBIX OYyZIET SIBIATHCS OCHOBOW IS
BBIPAOOTKM CTpaTeruii 3ammuThl. J1s mpemmoxeH-
HOTO aJrOpUTMa MHEHHE DKCIIEPTOB BBIPAXKAETCS B
KOJTMYECTBEHHOW OIIEHKE, YTO MO3BOJISET MPOBECTH
00paboTKy MOTydeHHOW WH(GOPMAIUHA C TTOMOIIHIO
MaTeMaTH9eCKOTO METO/IA.

Ha tpersem sTane 00beKTHBHYIO OLIEHKY Pe3YITb-
TaTa obecrneynBaeT pacyer koddduimeHTa KOHKOP-
nanuu. Beibop rpaHuYHOTO 3HaYeHHs KOAPHIIHU-
€HTa HAIPSIMYIO BIUSET Ha Pe3ybTaThl POBEICHUS
ornpoca — 3HaueHue ko3(duireHTa mpsiMo mpormop-
LMOHAIFHO CTENEHH COTIIACOBAHHOCTH 3KCIIEPTHOTO
muenus. [Ipu pacuere craTucTuyecknx moxasaresei

Pacqer Pacyer
K03 ProgreHTa € TATHIC TITY eCKOIT
KOHKopgarpm W FHAYHMOCTH
IMoxyy eszie l
PAHT OB
IKCIEPTHBIX OnpeneneHiie
OLTEHOK XH KBaJpaT II0
KPHTRpITG
+ TTpkesn

BrrHcIeHHe YHCIA
CTerIeHell cBofoapI

BEI{I1CT eHITe CYMMEI
PaHT 0B

¥ ¥
BrrucieHne CpelHe 0 Ol'll]@',E[E‘-JIE[—]HE
apHM eTITIecKor 0 3 H SHIIA Y] 0OBHA
CYMM PaHL OB FHAIIMOCTIH

k4 L 4
Pacyer 0TKIOHEPHIIA 0T
CpeTHe CYMMEI Korery
PaHT 0B

¥

ot
¥
DopMHpoBAHITe
9K CTI€) THOI TP YIIIE I le—HeT
Het
¥ ﬂ:
OnpeneneHie
TIOKA3ATel efl Pacter .
OeHEH €T THC THY eCK0I
FHAYHMOCTIH 1)
b
TTomyy esaete 3 KCITep THBEIX
OIIeHOK 110 EBIGPANHE M
TMoxazaTenam B cBoGOTHY O,
MATPILIY PAHT OB
2 Ja
Pacder ¥
K03 drmopresTa Breog orressin
KOHK opgargm W COTJIACOBAHHOCTIL,
P YIBTATOE 3KCIIED THOT O
OLLEHIBAHIIA
r
Komerg

Pacder KBAgpaTa
OTKJIOHEHIA CYMMEI
parToE 0fBeKTa 0T

CpeTHeT 0

BEryHcT eHIIR
ko3 d dropresTa
KOHK 0PI L

Komerg

PucyHok 3. AIropuTMBI OTIpEIEICHNS COTIIACOBAHHOCTH IKCIIEPTHBIX MHEHHH
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TaKke Ba)XKHO BBINIOJHEHHE MPOBEPKH DPE3YJIbTaTOB
Ha BEPOSATHOCTH CIy4alHOI0 BO3HUKHOBEHUS. [ Mmo-
Te3a O CIIy9alfHOCTH IMOJTyYEHHBIX PE3yIbTaTOB MPO-
BepsieTCsI B COOTBETCTBUH CO 3HAYCHHEM KPUTEPUS
[Mupcona, moporoBoe 3HaueHNE KOTOPOTO 3aBUCHUT OT
KOJIMYECTBA SKCIIEPTOB B ONpaIInBaeMoii rpymme [6].

Pesynbratamu mpoBeleHUsT onpoca 3KCHEPTHOU
TPYyTIIBI ABISETCS 000OIIEHHBIN MTepeYeHb aKTyalb-
HBIX YIpo3 JUId paccMaTpuBaeMoro oObEeKTa 3allu-
ThI, @ TaK)K€ Pe3yJbTaT OIICHKH COTIACOBAHHOCTH
SKCIEpTHbIX MHeHui. Ilpennaraemplii anroputm
MTO3BOJISIET HE TOJNBKO BBITIOJHHUTH OIEHKY YIpo3 IO
BBIOpPaHHBIM XapaKTepPUCTHKAM, HO U CPOPMUPOBATH
€IMHOE HKCIIEPTHOE MHEHHWE C JOMyCTHMOM CTere-
HBIO COTJIACOBAaHHOCTH, OCHOBAaHHOE Ha KOMIIETEH-
LUSAX CIENHAINCTOB Pa3HBIX HalpaBlIeHH B 00ia-
cTi UH(OPMAITMOHHON 0€30MACHOCTH.

B cootBetcTBHM ¢ pa3pabOTaHHBIMH AITOPUTMAMHU
OBIJIO TPOBEICHO MOIETMPOBAHIE OTIPEACIIEHNS CTeTe-
HH COTYIACOBAaHHOCTH KCTIEPTHBIX OIIEHOK, PeaTu3aIlis
OCYIIECTBIIAETCS B POTPAMMHOM CPEJICTBE.

B kauecTBe mpmMepa paccMaTrpuBaeTCs TpymIa
n3 4 skcneptoB. s BBIBOZA pe3ysbTaTOB OIEHKH
chopMupoBaHa IIKalla paHXKUPOBaHUS U3 4 3Hade-
HUW: OYEHb HU3KUM, HU3KHUU, CPETHUH U BBICOKUI
ypoBHH. Jlanee BBITIOIHAETCS OMPOC IKCIEPTOB IO
KaX/IOMy M3 YEThIpEX KPHUTEPHEB: YPOBEHH IIOJIO-
TOBKH HapyIIUTeNsl, KpUTHYHOCTh OTKa3a B pabote
KOMITOHEHTOB, BEpOATHOCTh pEaM3ally yTPO3BI,
YPOBEHb HETATHUBHBIX MOCIEACTBUH. 1151 pa3paboTku
MIPOrPaMMHOTO CPEACTBA ObLT TIPOBECH aHAIN3 aHAa-
JIOTUYIHBIX Pa3pabOTOK, OINpeneieHbl 0COOECHHOCTH,
BBISIBIIEHBI IOCTOMHCTBA M HEAOCTATKH, OTPEIEIEeHBI
TpeOoBaHUs K pa3paboTKe aBTOPCKOTO MPOrpaMMHO-
ro cpenctBa. HoBeril pazmen Oanka yrpo3 ®CTIOK
MO3BOJISIET B MHTEPAKTUBHOM PEXHME OCYIIECTBUTD

Metonmea oneHrn

Eanx yrpos
¥rpos bese DACHOCTH

DCT3K

!

HH( 0P MaLHE

(hopMupoBaHrEe yrpo3 6€30MaCHOCTH TI0 aKTyaIbHOM
Mertonuxe [4]. Ha nepecedennn MHOXeECTB yrpo3 6e3-
OITaCHOCTH, 0OBEKTOB (KOMIIOHEHTOB) BO3/ICHCTBHH 1
croco0oB peanuzanuy (Hapymmrenn) Gpopmupyercs
YBU. Ilpu 3TOM OTCYTCTBYET BO3MOKHOCTh ITPOBE-
CTH KOJUIEKTUBHYIO OIIEHKY W MPOBEPUTH COTIIACO-
BaHHOCTb U JIOCTOBEPHOCTh MHEHM 3KcTiepTOB. st
aBTOMATH3alMY JTAHHBIX PEIIeHUH co3nana (QpyHKIm-
OHaJIbHAsA MOJIEINb TMPOIecca ONPEAETICHNs aKTyalb-
HBIX yTPO3 Ha OCHOBE 9KCMEPTHOTO MOAX0/1a, KOTOpas
MTO3BOJISIET YUECTh ITOCTYTAIONINE Ha BXOJ] JAHHBIE 00
00bEeKTe 3alUThl TONYYNUTh PE3ybTaT HAPSIY C TIe-
peuneM aktyanbHbIX YBU, hopMupoBats oTueT 0 co-
[JTACOBAHHOCTH JKCTIEPTHOTO MHEHHS U AalTbHEHIIIHe
PEKOMEHAIMK 10 KOPPEKTUPOBKE JIEHCTBUH dKCIIEP-
ToB [8]. O6mast ¢ynkunnoHanbHas momens IDEFO0
TIpencTaBiIeHa Ha PUCYHKE 4.

JlexoMTo3u1ys TIpoIiecca OnpeneIeHns aKTyalb-
HBIX YTPO3 BKJIIOYAET MATh MOCIEA0BATEIbHBIX ITa-
TIOB, TIEPBBIE YETHIPE U3 KOTOPHIX MPOXOANUT KaXKIbIH
9KCHEPT OTAENTHHO, YTO TIO3BOJISIET OCYIIECTBHUTH
JMUCTAHITMOHHBIA cOOp MHEHHUHN U pe3yJIbTaThl OMPO-
ca 3arpy3WTh B pa3padaTbIBaeéMyl0 IPOTPaAMMHYIO
CUCTEMY.

Ha mepBoM 1mare mpou3BOaUTCs BEIOOp TepeyuHs
00BEKTOB BO3ICHCTBUS yTPO3, HA OCHOBE KOTOPOTO
oTipenensieTcss BEpOSTHBIN HAPYIIUTEIh U TIepedeHb
XapaKTEPHBIX AJIS1 HETO YTPo3. 3aTeM OIpeeNsIoTCs
CIOCOOBI peann3allii BBISIBICHHBIX Ha MPEIbITYIIEM
starie yrpo3. [locie 3Toro BBIABISIOTCS CIIEHAPHH
BO3JICHCTBUST YIpo3 Ha OOBEKThl WH(POPMATHU3AIUH
JUTSI COTIOCTABJICHHSI yTPO3 U 00BEKTOB BO3ICHCTBHUA.
J1g monmy4YeHHOTo CIHCKa yrpo3 KaKAbIH JKCIepT
oTipeniessieT HeTaTHBHBIE MOCIEACTBHI MO YPOBHIO
yiep6a st Kaxxaoi yrpo3bl. COCTaBICHHBIE KaXK-
JIBIM HKCTIEPTOM T10 OTAEIHHOCTH TIEPEYHN BEKTOPOB

IeTog onpegeneHma

COTMacoBEaHHOCTH

SECIERTHOS MHEHIA

Hud opmanua of
obBEKTE Sall] HTH

TIpoLiece oI eXe eI Ilepedere axTyaneHEx Y EH "
AKTVATRHBIX VI 03 HA 0CHOB €
IR(IIEPTHOI O II0 X 0TA

Hudopmanua o cormacoBaHHoCTH
SECHEpTHOT O MHEHHA

Fnaccud mcanua
HHD OpMAITHOHHEEY aKTHEOE

!

DEcnepTHOE
MHEHHE

Pucynox 4. O6uiast pyHKIMOHaNbHAsI MOJIEIb pa3pabaTbiBaeMOro METo/1a
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B8 Pesynurar

Mo ypoBHIO NMOAroTOBKKM HAPYLIWTENA:

PesyneTate! paH®MpoBaHIA;

Mo YPOEHID KPMTWYHOCTA OTKa33 B paﬁoTe KOMMOHEHTE BOSOSACTBHA:

poBepKa CTaTMCTMYECK DA 3HAYMMOCTH NpoRLEHa

3KcnepT YEW G YBW.7 YBW.11 YBN.34 A~ SkcnepT YEW B YBEW.7 YBW.11 YBN34 A
1 3 2 4 1 2 6 f:
Skecnept 2 2 3 1 4 Jxcnept 2 1 2 3 8
3xecnepr 3 1 4 5 2 Ixcnept 3 1 2 3 4
Skecnept 4 1 10 2 3 ¥ Jkcnept 4 1 2 3 4 W
L4 > £ >
Mo YPOBHIO KPWTHMYHOCTI HEMraTUBHBL NMOCHEACTEMA: Mo BEPOATHOCTA PEANMSALYN YTPOSEI
3KcnepT YEW G YBWT7 YBW.11 YB.34 A Swecnept YBW & YBW7 ¥BW.11 YBN3d4 A
9 4 5 1 ) 6 7
3xcnept? |3 4 5 1 Ixcrepr2 |4 B 5 5
3wenepr 3 9 10 3 4 Jkcnept 3 4 16 1 7
3kecnepT 4 3 4 5 1 W Jxcnept 4 4 5 [ 14 W
< > < >
MNpoBepKa yonoBKMA CorNacoBaHHOCTA:
KosdpuumeHT KoHKopLawm ans 048 KoshdHumeHT KOHKOPAALWAW ANA YPOBHA KPUTHYHOCTH D.as
YPOBHA NOArOTOBKM HpYLWMTENA: 0TKa3a B paboTe KOMNOHEHTE BO3ASACTBWA!
3HaveHne kpuTepus Mapcona: 0.0 3HaueHve KpuTepKA NpcoHa: 0,01

poBepKa CTaTMCTMYECKOI SHAYMMOCTH NPOAKEHS

KoahduLeHT KoHKODAALMW ANA

YPOBHA HEMaTMBHbIX NOCNEACTBHA: 0.76

3HaveHne kpuTepus Mapcona: 0.0

poBepKa CTETMCTMYECK DA 3HAYMOCTH NpoRLSHA

KoahhuumeHT KoHKopaaLw9mM ana

BEPOATHOCTH PEaNVMSaLMM YTPOoShI: 0.7

3HaueHve kpuTepKA MpooHa: 0.01

[poBepKa CTATMCTMYECKOI 3HAYMMOCTH NPOROEHS

MHeHue SKCNEPTOB ABNRETCR COrNacoBaHHbIM

IKCMOpT PESYNETATOB

Pucynok 5. DkpanHast popma BeIBO/IA pe3yJIbTaTa OMPOCca SKCIIEPTHON TPYIIIIBI

YIpO3 SABJISIFOTCS BXOJHBIMM JaHHBIMU JISI OIIpEere-
JICHHSI COIVIACOBAHHOCTH HKCIIEPTHOTO MHEHHMS.
Pacuer ko3¢ ¢unmenTa KOHKOpIALMH SIBIISETCS
3aKITIOUYUTEIIBHBIM 3TAllOM M IT03BOJISIET ONPEIe/INTh
COIVIACOBAaHHOCTh MHEHHUH 3KCHEPTOB U YPOBEHb
3HAUUMOCTH JAJIsl IPUHSATHS OOBEKTHBHOTO PELICHUSI.
Ha sxpannoii popme pa3paboTaHHOTO MpOrpamMmm-
HOTO CPEICTBA MPEACTABICHBI PE3YNIbTaThl pacuera
ko3¢ dHUIKEHTa KOHKOpAAHMU, 3HAYEHUs] KOTOPOro
IpeBbIIAOT KpuTnueckoe 3HaueHue (0,7) u pe3yinp-
TaThl pacyeTa YpOBHs 3HAYNMOCTH (PUCYHOK 5).

BriBox

Beun  pa3zpaboTaHbl uepapxuveckas MOCIb
OIPEJICIICHUS aKTYa bHBIX YTPO3 C UCIOIb30BAHUEM
SKCIIEPTHOTO TMOJXO0/a, & TAKKE aJITOPUTMBI OIpe-
JICJICHUSI CTEIEHU COIVIACOBAHHOCTU DKCIIEPTHBIX
OLIEHOK B 33j1a4e OMpEACTICHUSI aKTyaJbHBIX YIpo3
0o0bekTa MH(POPMATH3AIMH, YTO MO3BOJIUIO IOBBI-

cUTh 3(QPEKTHBHOCTh MOCTPOCHHS PalMOHAIBHOU
cucTeMbl 0e30macHOCTH HMH(GOPMALUM HMEHHO OT
aKTyaJIbHBIX yIpO3, TaK KaK OT BCEX YIpo3 MOCTPO-
UTh 3aLIUTy HEBO3MOXKHO, /1a M HELEIecoo0pasHo.
[IpennoxeHHBII TOAXOJ TO3BOJSET YMEHBIINTh
MIPOLICHT MOTCHIUAIBHO HEYYTCHHBIX YIPO3 3a CUET
HCIOJIB30BaHUs KiaccupuKauuu HHGOPMaMOHHBIX
AKTHBOB U MPOBEPKH COITIACOBAHHOCTH IKCIIEPTHOTO
MHeHus. Ha ocHOBe npencTaBieHHbIX MoJiesiell 1 all-
TOPUTMOB pa3padOTaHO MPOrpaMMHOE CPEACTBO AJIS
ABTOMAaTH3MPOBAaHHOM OLIEHKH yrpo3 HH()OPMALIMOH-
HOW 0€30IacCHOCTH M OINpElesICHHs COIIaCOBaHHO-
CTH HOJIY4EHHBIX PE3yIbTaToB.
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The task of identifying current security threats is becoming increasingly important, due to the increase in
the volume of processed information of limited access, an increase in the number of all kinds of threats,
and an increase in the potential of violators. At enterprises and organizations in various sectors of the
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economy, specialists regularly conduct information security audits in order to identify vulnerabilities and
ultimately to prevent possible negative consequences. To build a rational information security system
at the facility, it is important to organize protection against actual threats, since it is impossible to build
protection against all threats, and it is impractical. The article proposes models and algorithms for de-
termining current threats based on an expert approach, which can become the basis for the development
of an automated system for making reliable decisions in the tasks of protecting informatization objects.

Keywords: security threat, hierarchy analysis method, hierarchical model
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CIHEHUAJIUCT O IKCINVIYATALIUU TPOTPAMMHO-KOH®UT'YPUPYEMBbBIX
CETEW: 3HAHUSA, YMEHMS, HABBIKA

Tanuy C.B., Cagonosa O.E.
Boneoepaockuii eocydapcmeennulil yrusepcumem, Boneoepad, P®

E-mail: galich.sv@volsu.ru
B crarbe npoBeieH aHaInu3 pOCCUIICKUX pa3padoToK B cdepe MporpaMMHO-KOH(GUTYPHPYEMBIX ceTeil, mpodeccrno-Halb-
HOTO CTaHIapTa ¥ BaKaHCHI C IIETBIO OTIpeNeIeHus TpeOyeMBbIX OT CIICIIHANCTOB 3HAHNH, yMEHHUH, HaBBIKOB. [loka3zaHo,
YTO PHIHOK TPY/a HCIBITHIBACT SBHYIO IIOTPEOHOCTD B Kapax, CIIOCOOHBIX SKCILTYaTHPOBATh U pa3padaThIBaTh PEIICHNUS,
(YHKIMOHUPYIOIIE Ha OCHOBE MPUHIUIIOB IPOIPAMMHO-KOHQHUIYpUpYeMBIX ceTeil. CheaHbl BBIBOABI O TOM, YTO Ha-
OmoaeTcs HEZOCTaTOK IOCOOMH IMPAaKTHYECKOIl HAIIPaBISHHOCTH Ul IIOATOTOBKH CIELHAINCTOB B JaHHOH cdepe, a
TaKXKe MMPEJIOKEHbI BO3MOXKHBIE TEMbI JIA00OPATOPHBIX PA0OT /sl y4eOHbIX 0coOmid. JlaHHast cTaThsi MOXKET OBITh M0JIe3-
Ha IpernoJiaBaTesisiM 00pa3oBaTelIbHbIX YUPEKICHUH CpeHEe-CIeIMaIbHOTO U BBICILIEr0 00pa30BaHusl, a TAKKe AO0TMOHH-
TeJILHOTO NpodeccroHaIbHOro 00pa3oBaHust IpU pa3paboTKe padoUMX MPOTpaMM JUCIUILINH, JIEKIUH 1 J1a00paToOpHBIX
MIPAaKTHKYMOB, ITOCBSIIEHHBIX MPOrPaMMHO-KOH(QUTYPUPYEMBIM CETSIM, a TAKKe 00y4arolMMCs BBIICYTOMSHY TBIX 00pa-
30BaTCNIbHBIX YUPSIKICHUH TPH TIIAHUPOBAHUH HHANBHIYAJIBHOTO TIaHA 00yYCHHS, BEITYCKHUKAM M MOJIOJIBIM CIICIHa-
JIMCTaM IPH [UIAHUPOBAHUH CBOETO MPO(ECCHOHATBEHOTO H KAPhEPHOTO Pa3BUTHSL.

Knrouesvie cnosa: npocpammHo-KoHpueypupyemvie cemu, UPMyaru3ayisi cemesbix QYHKyull, 3HAHUS, YMEHUs, HABbIKU,
obpaszosatue

BIIOJIHE MOXKET (DYHKIIMOHUPOBATh B OOJake Mpo-
W3BOJUTENSL YCTPOWCTBA, Ooliee TOro, MOMOOHBIN
MOAXOA B PAJE CIy4aeB MOXKET OBITh BBITOTHBIM
JUIsL TIOTPEOUTENSI C TOYKH 3pEHHS 3aTpar U JUICH-
3UpPOBAHHUS, & UMEHHO MTO3BOJISIET PEATU30BATH OJTHO

BBenenue

B 2022 romy yxom ¢ pOCCHICKOro pbIHKa
KpYNHEHIINX MHUPOBBIX MPOU3BOAUTENEH CETEBOIO
000pyIOBaHMs, AHHYJIMPOBAaHHE HMH B OJHOCTO-
POHHEM NOpsAKE NEHCTBYIOIIMX JIMLEH3UH U IIpe-

KpallleHHe TeXHUYECKOW MOIJEPKKHU 3aKyIUIEHHOTO
000pYIOBaHHS IPOIEMOHCTPUPOBAIH YSI3BUMOCTb
HaOpaBIIel MOMmyJsIPHOCTh CEPBUCHOM MOJIeNIN Ipe-
JOCTaBJICHHUS yCIYT U 000pyLOBaHuUS.

CereBble ycTpoiicTBa CO BCTPOSHHBIMH HMHTEI-
JIEKTyaJbHBIMH (DYHKLUMSMH, TakhUe KakK MeXKceTe-
BbIe 3KpaHbl HOBOrO nokonenus (NGFW), o Bose
MPOM3BOAMTENS JIMIIATKCH OOJNbLICH YacTH CBOe-
ro (QyHkunoHama ObicTpee, YeM aAAMUHHCTPATOPHI
ycCIieBaJI MIPEANPHUHATE Kakue-nu0o neiictus. Oco-
00 ys3BUMBI OKa3aJIMCh YCTPOMCTBA, PYHKIIHOHUPY-
IOLIME B COOTBETCTBUH C NPUHLIMIIAMH TEXHOJIOTUH
nporpaMMHo-KoHpurypupyembix cereit (IIKC, anrm.
SDN), momgpasymeBaroIeii OTAENCHHE IUIOCKOCTH
ynpasieHust (aHni. control plane) or miockoctu
nepenaun (anri. data plane), mpu 3TOM IUIOCKOCTb
ynpasieHus B juue SDN-KOHTpoiiepa coBEpIIEH-
HO HE 00513aTeJIbHO TEPPUTOPUAIBLHO pacIoiararh B
neHTpe oopadorku manubix (I1OJ]) wim cepepHoii
JKCIUTyaTupytomen opranuzanuu. SDN-koHTposep

n3 poctonHcTB SDN Kak KOHIEMINH 1 TIePEBOAUTD
KanuTaJbHbIC 3aTpaThl Ha 000PYyIOBaHUE B OTIEpalli-
onnsle [1].

B xpaiiHe necTpyKTHBHBIX ACHUCTBHSIX OblLIa 3a-
MeueHa kommnanus Cisco: Hampumep, KOMITaHUS
HE OrpaHMYWIACh OTKJIIOYeHHeM ycTpoiicTB Cisco
Meraki oT 00JaYHBIX CEPBUCOB, HO M 3axXBaTWJa
KOHTpOJIb HaJ YCTpoiicTBaMK Ha Tepputopun Poc-
cuiickoit denepanu U co3nana OTKPHITEIA SSID
(Service Set Identifier) Buma «12345-Sanctionsy.
[ponyxter cepuu Cisco vEdge SD-WAN (Software-
Defined Networking in a Wide Area Network, mpo-
rpaMMHO-OTpesiesisieMasl  To0aibHasl CeTh)UMEIOT
LeJblii Ha0Oop pa3IUYHBIX MPOOIEM: OT HEBO3MOXK-
HOCTH J00aBUTh HOBOE YCTPOWCTBO O MCTEKIIUX 9
Mmast 2023 roga cepruduraroB 6€30MaCHOCTH, IPUBO-
JSIIUX K HepabOTOCMOCOOHOCTH YCTPOWCTB MOCIE
nepe3arpy3ku 1 OOHOBIICHHE KOTOPBIX HEBO3MOXK-
HO 0Oe3 oOpalieHusl B MOACPKKY MPOHM3BOAUTEIS
(KOTOpBIH, OMATH K€, yIIeN ¢ POCCHHCKOTO PHIHKA).
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