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CETMU CBA3U U MYJIBTUCEPBUCHBIE YCJIYI'U
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BBISIBTIEHUE AHOMAJINA TPA®UKA B BOPTOBOIM CETU ABTOMOBWJISA C
IMOMOIIBIO PEKYPPEHTHOM LSTM HEMPOCETH

Tpowiun A.B.
Tosonicckuii cocyoapcmeernusvill yHugepcumem menekommyHuxayui u ungpopmamuxu, Camapa, P®
E-mail: a.v.troshin77@yandex.ru

B coBpeMeHHBIX aBTOMOOHIIAX BBICOKOTO YPOBHS NMPUMEHSETCS MHOKECTBO JICKTPOHHBIX OJOKOB KOHTPOJS U YNPABICHUS,
MOBBIMIAOIINX YI0OCTBO BOXKIACHUS U COOMPAIONIMX OOJIbIIIE 00bEMbI HH(POPMAIIUK O pabOTEe Pa3INYHbIX Y3JI0B. B 3HaUUTEIb-
HOI 4acTH TaKoro aBTOTPAHCIOPTA ISt 0OMEHa COOOIIEHUAMU MEXKIY NEKTPOHHBIMH OIOKaMH MPUMEHSAETCS CeTh KOHTPOJ-
JIEPOB - HA/ISKHOE U IIPOCTOE pelIeHHe, KOTOPOE, OJHAKO, HE 00eCTIeYNBAET HUKAKMX CPE/ICTB 3AI[UTHI EPEaBaCMbIX TAHHbIX.
[Tpobnema yA3BUMOCTH CETH KOHTPOJIEPOB Bce Oonee 000CTpsieTcs M0 Mepe TOro, Kak BO3PACTaeT 0OMEH AaHHBIMU MEXKITY
ABTOMOOMIISIMH, TOPOXKHOI HHMpacTpykTypoit u MHTepHeTom. Tpaduk arak Ha CETh KOHTPOJLIEPOB MOKHO pacCMaTPUBATH Kak
AQHOMAJIBHBIH 110 OTHOIICHHIO K JICTHTHMHBIM COOOIIEHHAM, YTO MO3BONSAET MUCIONB30BATh JUI UX OOHApYKEHHS Pa3IHYIHOTO
poIa METOIbI OOHAPYKEHUS aHOMAaJIUi. B maHHOM paboTe paccMaTpuBaeTCsi CIoco0 BBISBICHHS aHOMAIMA Tpaduka Ha Oase
PEKYPPEHTHOM HEHPOCETH C SIUCHKAMU JJOJITOM KPaTKOCPOUYHOM IAMSTH, CIIPOEKTUPOBAHHOM 110 ApXUTEKTYPE IHKOIAEP-IEKOZED.

Kniwouegwie cnosa: cemv konmponnepos, oonapyoicenue anomanuil, 00yuenue 6e3 yuumeis, kubepoe3onacHocmy, pekyppeHmHas
Helipocemb
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BBenenue

CoBpeMEeHHBII aBTOTPAHCIOPT OCHAIAETCs BCE
OOJBIINM KOJIMYECTBOM DJICKTPOHHBIX AaTYNKOB U CH-
creM, obecreunBaroIuXx KoM(OpTHOE U Oe30macHoe
BoxzaeHue. Co BpeMeHEM JlaHHBIE CHUCTEMbl CTaHyT
HACTOJIBKO COBEPIICHHBIMHU, YTO TIO3BOJIST JOOHUTHCS
YACTUYHOU WJIH MTOJHOM aBTOHOMHOCTH YIIPABJICHUS.

Pa0ora 37eKTpOHHBIX CHCTEM aBTOMOOWJISI HEBO3-
MOKHa 0€3 HaJIeKHOTO 0OMeHa JaHHBIMH, Pa3InYaroT
IBa BHJa WHTEp(EHCOB CBSI3M: BHYTPCHHUE W BHEII-
Hue. Buyrpennue unrepdeiicel (in-vehicle) odbecneun-
BarOT 0OMEH JaHHBIMH MEXK[Y dJIEKTPOHHBIM OJIOKaMU
CaMoro aBTOMOOMIIS, TOT/Ia KaK BHEIIHUE HHTEP(EHCHI
CIy’Kar Juisi OOMeHa JIaHHBIMU C JPYTUM TPAHCIIOPT-
HoM (V2V, Vehicle-to-Vehicle) wmu oxpyxaroreit
uappacrpykrypoir (V2I, Vehicle-to-Infrastructure).
ITomuMO 3TOT0, HA 3HAYMTENHLHON YaCTH aBTOMOOMIIEH
paboTalOT MPUIOKEHUSI, OOMECHUBAFOLIUECS JTAHHBIMH
co BcemupHOH cerbto MHTepHeT. Ilockonbky miist BO-
KICHHUS HEOOXOIMMO TECHOE B3aWMOJICHCTBHE BCEX
CHCTEM aBTOMOOWIIS, TO B pe3yJbTaTe BHYTpPEHHHUE
uHTepdeiichl He SBIAIOTCS OOJBIIE MOJHOCTHIO H30JH-
POBaHHBIMH OT BHEIIHHX CETEH M MOTYT CTaTh IEIbI0
MIPOBENICHUS CETEBBIX aTak [1-5].

OnHUM W3 CTaHJAPTHBIX PEIICHUH Ui MOCTPO-
eHUsI BHYTpEHHHMX HHTepdeiicoB aBTOMOOMICH sB-
nsiercst cetb koHTpoiwiepoB (CAN, Controller Area
Network). CAN obecnieunBaeT mpocToil 1 HaIeKHbINH
crnoco0 0OMeHa JJaHHBIMH MEXKIY dJIEKTPOHHBIMH OJ10-
kamu ynpaeienusi (ECU, Electronic Control Unit)
(pucyHok 1).

ECU ECU

Pucynok 1. biaok-cxema CAN

Bce anexrponHble OMOKH HAIPSIMYIO MOIKITIOYEHBI
k mmHe (CAN bus), TaHHbIe IO KOTOPOH MepeaarTcs
B BUJIe KOPOTKUX KajapoB. Kagpwl pacceuiarorcst mu-
POKOBEIaTeTbHO BCeM OJIOKaM OIHOBPEMEHHO, IS
NPEeJOTBPAILECHHS KOMIM3UKA OJOKH MPOBEPSIOT 3aHS-

TOCTb LIMHBI IIepe] epenadeii. Pasperienue Kom3ui
MIPOM3BOAUTCS MYTEM ITOOMTOBOTO apOWTpaka: Mpu
OZIHOBPEMEHHOHW TMepenadye OJOKH MOCIIEI0BaTEIbHO
CPaBHMBAIOT Kbl OUT, M €CIIM OHM COBIAJIAIOT, TO
MIPOJOIKAIOT TIepeaady; MpH HECOBIAJCHUH OWT Tie-
penady mpoaopKaeT 070K, TepeIaroIlnil JTOTHUYECKHUMA
Houb. [lomydenne kanpoB 06e3 ommMOOK KaXIbM 0J0-
KOM JOJDKHO OBITH TOATBEPXKIEHO MyTEM OTHPaBKH
CIIOTa MOATBEP)KACHHS, HEBEPHO MPHUHSATHIE KaJIpbl Ha-
MIPABJISTFOTCS TIOBTOPHO [2; 5].

Cranmaptom CAN 2.0 ompezmeneHO dYeThIpe THIA
KaJIpoB:

— Kazp nanHbix (data frame);

— KaIp ymaJeHHOro 3ampoca (remote frame);

— Kazp neperpy3ku (overload frame);

— Kazap ommOkw (error frame).

Kazp maHHBIX McTIONb3yeTCs IS epeadn JaHHBIX
Mexay Omokamu. Kamp ymanmeHHoro 3ampoca mpuMe-
HSETCS IS 3ampoca JaHHBIX y OIPE/IeNIEHHOro 0J0-
ka. Kagp meperpys3ku HyKeH IS 3aI€PKKH Tepeiadn
CIIETYIOIIETO KaJpa, 4TOOB! TEKYIIUH Kap ycrien ObITh
obpaboran. Kagp ommbKu cimyXuT Ui OTIIPaBKU CO-
obrmreHwst 00 OMMOKH Mepeaadn TeKyIero Kaapa.

OcnoBHast uH(OpMaIMsa B Kaapax mepenaercs B
CIIEYIOIINX TIOJISX:

— upentudukamys (ID);

— xon mmHb! gaHHbX (DLC);

— nose3nble nanHbie (Payload).

[one unentudukanuu (ID, [Dentification) cayxut
IUIsL WIeHTH(UKAIMY, TIepelaBaeMoro COOOIICHHS, a
TaKOKe 33JaHHs ero MPUOPHUTETA — YeM OOJIbINe JIOTH-
YeCKUX HYJEH OHO COAEPKHT, TEM BBIIIE OyAeT TPHO-
PHUTET COOOIICHHUS B CIIydae apOuTpaxa.

Kon ammunel ganubeix (DLC, Data Length Code) co-
JIEPKUT KOJMYECTBO MepeiaBaeMbIX OalT naHHbIX. [1o-
JIe3HBIC JAHHBIE MOTYT UMETh JHHY oT () 10 8 OaiT.

[Mone3nsie nanubie (Payload) mepenarorcs B mose,
pa3mep kotoporo 3amaercs DLC.

Kak BuIHO W3 onucaHusd CTaHAAPTHBIM BapHaHT
CAN He nMeeT HUKaKHX MEXAHU3MOB 3aIUTEI OT ITOM-
JIeTIKH KaJJpOB, YTO JeNIaeT JAHHYIO CETh JIETKOH IeIIbI0
JUTSL TIPOBEJICHNS PA3IMYHOTO POAA CEeTeBHIX aTak. Ha-
npumep, ckommpometrpoBanHbiii ECU MoxeT HaBos-
HUTh mHYy CAN HOnAeTbHBIMHA COOOIIEHUSIMHU C Hau-
BeicimM propureToM 0x0000, 9T0 MOXKET IPUBECTH
K ONOKMPOBAHHIO Tepeiaun KaJpoB JPYyrHMH OJoKa-
Mu. B cBoto ouepens Hapymienus B pabore CAN MoryT
MIPUBECTH K OYEHb CEPHE3HBIM TOCIECTBUSIM B BH/E
aBTOMOOMIIBHBIX aBapuil [2].

[Monnmeneusie kaapsr Ha mmHE CAN MOXHO pac-
CMaTpHBaTh KaKk aHOMAaJINH, NIMEIOIIHE OTPEAEICHHbIE
OTIMYHA OT TapaMeTpoB HOPMaIbHOTO TpaduKa, Ha-
npumep, B 3HaueHusAx noneil ID u DLC, xotopbie He
BCTPEYAIOTCS B OOBIYHBIX KaJpax.
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JInst BBISIBIICHUSI aHOMAJIMH CETEBOrO Tpaduka Mo-
TYT IPUMEHSTHCS creytomue Metosl [11]:

— Ha 0a3e cUTHATYP;

CTaTUCTUICCKHUE METOBI;

— METObI MAITUHHOTO OOYYCHIIS.

B ocHoBe MeTonOB Ha 0a3e CHTHATYp JekKar Ipa-
BUJIA, KOTOPBIE TO3BOJISTIOT MPOU3BECTH TPOBEPKY Tpa-
¢buKa Ha aHOMAJLHOCTH, HANPUMEP, HA 3aMPEIICHHBIC
3HaueHMA ToJied KaJpoB. JJaHHbIE METOJIbI JOCTATOYHO
3¢} heKTHBHBI, OHAKO TPEOYIOT THIATENBHON pa3padoT-
KA ¥ TIPOBEPKH TPABWII, M HE TIO3BOJIAIOT OTEPATUBHO
pearupoBaTh Ha MOSBICHUE HOBBIX BIIOB CETEBBIX aTaK.

B craructrdeckux MeTomax aHOMAaJIMH paccMaTpH-
BAIOTCSl KaK PEIKHUE COOBITHS, CHUIIbHO OTKJIOHSIOIIH-
€Csl OT YCPETHEHHBIX MapaMeTPOB CETEBOTO Tpaduka.
JlaHHBIC METOJIBI ITO3BOJISTIOT O0OMTHCH 03 Co3mMaHus
Oomnpmioro Habopa MpaBHII MPOBEPKH, OAHAKO JUTA MX
peanu3aiy HeoOXOIUMO ONpPECICHHE TOYHOH CTO-
XaCTHUECKOM MOJIENH CETeBOTr0 TpaduKa, YTO HacTo
CJIOXKHO PEaTN30BaTh Ha MPAKTUKE.

B ocHOBe METOMOB MAIIMHHOTO OOYYEHHUS JIJISI BBI-
SIBTICHUSI QHOMAJIMK JIe)KaT aJTOPUTMBI, KOTOPBIE TI0-
3BOJISOT TIOJTy4YaTh KPUTEPUH OMPEACTCHUS aHOMATHI
HETIOCPEACTBEHHO W3 JAHHBIX. BOJNBIIMHCTBO METO-
JIOB MAIIMHHOTO OOYYEHHsI OTHOCAT K MeTomaM 00y-
yeHusi ¢ yuutenem (supervised learning) [7], Tak kax
OHH 00yYaroTCs Ha 3apaHee Pa3MCUCHHBIX IAHHBIX,
pa3/eeHHbIX Ha HOPMaJIbHBIE M aHOMAJIBHBIE IK3EM-
wisapsl. Takue METONBI OTIMYAeT BBICOKAS TOYHOCTH
BBISIBIICHUST aHOMAJTH, OTHAKO WX HEJAOCTATKOM SIBJISI-
€TCs HeOOXOOMMOCTE IOATOTOBKH OOJBIINX 00BEMOB
Pa3MEUCHHBIX JAHHBIX IS OOYUEHUs, YTO SIBISETCS
JOCTaTOYHO CIIOKHBIM M TOPOTOCTOSIIIMM MTPOIIECCOM.
[Tomumo 3TOTO, B CITydae MOSIBICHUS HOBBIX BUIOB CE-
TEBBIX arak, HEOOXOAUMO IepeoOyueHHne aJropuTMOB
Ha TAaHHBIX, BKIIOUAIOIINX ATUX aTaKH.

B metomax oOyueHust 0e3 yuurens (unsupervised
learning) aixropuTMbI CaMOCTOSITEIEHO CTPYKTYPUPY-
0T HEepa3MEUCHHBIC aHHBIC, YTO 3HAYUTEIHHO yIIPO-
IIaeT MX MPAKTHYECKOE HCIIOIB30BaHUE, KPOME TOTO,
OTCYTCTBYET HEOOXOIUMOCTh B HX TIepeoOydeHu [7].
K memocrarkam MeTom0B 00ydeHuUs O3 yUUTEIsT MOXK-
HO OTHECTH X MEHBIIYIO TOYHOCTH BBISBICHUS aHO-
MaJni.

Ha naHHBIE MOMEHT MMEETCS HECKOJBKO IMpaK-
TUYECKUX MCCIIENOBAHUMN 10 BBIABIECHUIO aHOMAJIHA,
cBs3aHHBIX ¢ arakaMu Ha CAN cetu aBromoOwien
[1-5]. B abconroTHOM OOIBITUHCTBE U3 HUX JIJIS BBISIB-
JICHUSI aHOMAJINK TIPUMEHSFOTCS MOJICITH MAIITITHHOTO
00yJeHHUsI C yuuTeIeM, OCHOBAaHHBIC Ha MCKYCCTBEH-
HBIX HelpoceTax. Kak ObuIo yke cka3zaHo, HECMOTPS
Ha BBICOKYIO TOYHOCThH TAKUX METOIOB, OHH HE MTO3BO-
JISTIOT OTNIEPATHBHO PEarnupoBaTh HA HOBHIC BHUIIBI CETE-
BEIX YTPO3.

B nannoii paborte mpeasaraeTcst Ui BBISBIIE-
Hust anomanuii CAN HCTIONB30BaTh PEKYPPEHTHYIO
LSTM-HeiipoceTh, TOCTPOCHHYIO IO apXUTEKType
9HKOJIEP-JICKOJIEP, B PEXKUME O0yUeHHUs 0e3 yUUTes.
OTO TO3BOJUT €€ MCTONB30BaTh JIJIsl BBISBICHHUS KaK
HU3BECTHBIX, TAK U PaHEE HE NPUMEHSBIIUXCS CETE-
BBIX aTaK.

APpXHUTEKTYpa peKyppeHTHOil HelipoceTH

[Ipocras pexyppeHtHast HeiipoHHas ceTh (RNN,
Recurrent Neural Network) coctoutr u3 Tpex cioes
HEWPOHOB: BXOJHOTO, CKPBITOTO M BBIXOAHOIO, PHUCY-
HOK 2 [7]. B ommuuu oT APYrux TUIIOB HEeWpoceTen
TeKyliee cocrosHue Ha Bbixogax RNN 3aBucur He
TOJIBKO OT CHTHAJIOB Ha BXOJE, HO M OT MPeIbLIYIINX
COCTOSIHUI.

BbixogHomn
cnoit

CKpbITLIA
CNoit

S |«

BxogHoi
cnoit

Pucynox 2. Bux npocroit RNN

CkprIThil cioil HelipoHoB RNN B MOMEHT ¢ ompe-

JACIISIETCA KaK:
H, = g(WH,_, +Ux, +b)H

rae W u U — MaTpuibl BECOB AT CKPBITOTO CIIOSI U
BXOZIHOTO CJI0sl, COOTBETCTBEHHO; X — BEKTOP BXOIHBIX
HEHpOHOB; b — BEKTOp CMEIEHUI AAHHOTO CJOs; g —
(yHKIMS aKTHBaLUK HEHPOHOB.

[IpenmymectBom RNN B cpaBHEHUM C APYrHMHU
THIIAMH HeWpoceTel SIBIAETCS yueT BPEMEHHBIX 3aBH-
CHMOCTEH CHrHazia Ha BXOJE OT MPEAbIAYIIHX COCTOS-
HHH, NIaBHBIN HEAOCTATOK — NCUE3HOBEHHUE rPaieHTa
co BpeMeHeM, uTo He mo3Boiser RNN oOyuars amu-
TEJbHBIM B3aUMOCBA3AM. [l ycTpaHEHHS JaHHOTO
Henocrarka Obutn paspaboransl RNN ¢ anementamun
nonroii kparkocpounoit mamsatu (LSTM, Long Short-
Term Memory), KOTOpble MOTYT YUYHUTBIBaTh XpO-
HOJIOTHYECKHE B3aUMOCBSI3M BXOIHOIO CHTHaja Ha
JUTUTENBHBIX TPOMEXyTKaX, onHako LSTM TpeOyror
3HAYUTENBHO OOJBIINX BBIYUCIUTEIBHBIX PECYPCOB
1uist oOydenus [7].

[Tockonbky ceteBble ataku Ha CAN OpuBOAST K
HapyLIEHUIO HOPMaJIbHOTO TOpsiIKa Mepeadl KaapoB
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BO BPEMEHH, TO JUIA MX BBISBICHHUS MpEIaraeTcs nc-
nonb3oBath LSTM-HelipoceTh 1o apXHUTEKType IHKO-
nep-nexonep (pucyHok 3) [6; §; 9].

| Decoder i
; X'y X't41 X'ts2 X'tin i
LSTM LSTM ) N »|LSTM i
[Encoder 5
i (13 ) M (= VY N 7 V) SSS— »LsTM
X Xt+1 Xps2 Xt+n '

Pucynok 3. Cets LSTM ¢ apxXuTeKTypoii SHKOAEP-
JIeKoIep

OHKozep npeacrasisier coboii nenouky LSTM-s-
YeeK, Ha BXOJ KOTOPBIX MOJACTCSI UCXOAHAS BPEMEH-
Hasl 10CNe0BaTeNbHOCT JUIMHOHM n: Xt = {x;, X{1{,
Xi12s -+-» Xpin)»> DA€ X; — BEKTOP U3 m-NapaMeTpoB B
MOMeEHT BpeMenH f. [lenbro sHKOIEepa sBIsieTcs: 00y-
YeHUEe HaumOoJiee XapaKTePHBIM CBOWCTBAM BPEMEH-
HOHM MOCJEN0BaTENIbHOCTH, KOTOPBIE 3allOMHHAIOTCS
LSTM-sueiikamu. Ha Bbeixome sHkomepa ¢opMupy-
€TCSl BBIXOJJHOM BEKTOP M3 M-MapaMeTpoB, A-KOMUI
KOTOPOIO MOCTYIAIOT Ha BXOJ JEKOAEPA.

Hexonep mpencrapiser nenouky LSTM-sueek,
Ha BBIXOJ[aX KOTOPBIX (DOPMHUPYETCS TOCIESIOBATEIb-
HOCTb X’¢, KOTOpas ABJAETCA PEKOHCTPYKLHUEH BXOI-
HOM TIOCJIEIOBATEILHOCTH, TaKUM 00pa3oM, 3ajaucii
LSTM-nekonepa sBiseTCS BOCCO3MAHHE HCXOIHOU
MOCIIEIOBATEBHOCTH 10 TJIABHBIM CBOWCTBAM, BBISB-
JIEHHBIM JIEKOJEPOM.

B mporecce oOyueHus nenaercs MpeanoioKeHHe
0 TOM, YTO AHOMAJbHBIC HK3EMILUISIPHI BCTPEUAIOTCS B
TPEHUPOBOYHBIX JAHHBIX HAMHOTO PEXKe HOPMAJIbHBIX.
B pesysbrare HelipoceTh 00yuaeTcsi peKOHCTPYHUPOBa-
HUIO HOPMAJTbHBIX JJAHHBIX TI0 UX HAHOOJIee XapaKTep-
HBIM CBOMCTBaM.

B peskume BhIsSIBICHMS aHOMAU BXOHAS TOCTe-
JIOBATEIbHOCTh OLICHUBAETCS HA AHOMAJHUIO ITyTEM
OIIPEJICIICHUS] CPEIHEKBAAPATUICCKON ONIMOKU pe-
KOHCTPYKLMU TOCJEN0BAaTEILHOCTH B MOMEHT Bpe-
MEHU t:

1 n
RMSEr = ;;(xm‘ _x'm‘ )2 S

IJI€ 7 — Pa3MEPHOCTD JAHHBIX; Xi4; — BEKTOP MCXOIHBIX
HapaMETPOB; X;4| — BEKTOP PEKOHCTPYMPOBAHHEIX I1a-
paMeTpoB.

3areM oOIpenensercs YCPEIHEHHOE 3HaueHue
RMSE mna Bcex mapaMeTpoB, KOTOPOE CpaBHHUBa-
€TCsl C MOPOroBBIM 3HaueHueM ¢. [lpu mpesbleHnn

JTAHHOTO TTOPOTa BCA MOCIEA0BATEIFHOCTh OTHOCHUT-
Csl K aHOMAJTHSIM.

KadecTBo BBIABIEHMS aHOMAJIMM TEM WM WHBIM
METOZIOM OIIEHUBAETCS C TIOMOIIBIO TAKUX MTApPaMETPOB
Kak TOYHOCTh M YyBCTBUTENbHOCTH [7; 11]. TouHOCTD
(precision) ompezenseTcss Kak OTHOIIEHHE YHCIIa Tpa-
BUJIBHO OTHECEHHBIX 3K3EMIUIIPOB K aHOMaiausM, TP
(True Positive) k 00mEeMy YUCTy 3K3EMIUISIPOB, OTHE-
CEHHBIX KaK MPaBWIBHO K aHOMAJIUSIM, TaK M HEMpa-
BunbHO FP (False Positive):

P= P .
TP+ FP

UysctBurensHocTh (recall) ompemensiercst kak oT-
HOIICHUE YMCJIa NPABUIBHO OTHECEHHBIX CIIy4aeB
K QaHOMaJIMAM K OOILIEeMY YHCIy aHOMAJIMH B JaHHBIX
KaK BBIIBJICHHBIX, TaKk M He BBIABICHHBIX FN (False
Negative):

R=—1F
TP+ FN

Crnemyer OTMETHTb, YTO TOYHOCTb M UyBCTBUTEIIb-
HOCTb I10-Pa3HOMY 3aBHCST OT YCTaHOBJIEHHOTO [IOPOTo-
BOTO 3HAYEHHUS: C POCTOM IOPOTa TOUHOCTD BBISBICHUS
AHOMAJIMH YBEIMIMBACTCS, @ YyBCTBUTEILHOCTD Na/1A€T,
MOCKOJIbKY PACTET YMCIIO HE BBISBICHHBIX aHOMAJINH.

3aBUCUMOCTb TOYHOCTH OT 4yBCTBUTEIBHOCTH VIS
Pa3HBIX OPOTOBBIX 3HAYEHUI IIPENCTaBISIETCS B BUIC
KpuBoii (precision recall curve), kotopas B njeanbHOM
Cllydae MMeeT MOCTOSHHBIN Xapakrep.

B cBs13u ¢ 3TUM 1 001Iel OLEHKM IPUTOAHOCTH
METO/1a K BBISBJICHUIO aHOMAJINI HCHONIb3YETCs yCpe-
HEeHHasl OI[eHKa TOYHOCTH (average precision) o pas-
HBIM IIOPOTOBBIM 3HAYCHUSIM:

AP=3(R -R_ )P,

e P; v R; — TOYHOCTb ¥ 4yBCTBUTEIBHOCTD JUIsl IIOPO-
TOBOTO 3HAYEHUS ;.

HUcnoab3o0BaHHBbIE JaHHbIE

14 OLIEHKH BBISIBIEHUS! AHOMAJIMU PEKYPPEHTHOM
HEWpPOCEThI0 PaccMaTpUBAEMO apXHUTEKTYphl ObLIN
UCIIONB30BaHbI JJaHHBIE, TTOATOTOBICHHbIC /ISl COPEB-
HoBaHuH 1o kubepoOe3onacHocTu [10]. JlanHbIe ObLTH
cobpanbl Ha aBromoOmie Hyundai Avante, B crammo-
HApHOM M JIBMKYILEMCSI COCTOSIHUSIX, M Ipe/CcTaBie-
HBI KaK HOpPMAaJbHBIM TpadUKOM, TaK M HECKOJIbKUMHU
CETEeBBIMH aTakaMu: (QIIyAWHI, CIy()UHT, TIOBTOp U (a-
3unr [1].

Lenbto dmynunra (flooding) sBnsiercst meperpyska
bl CAN kagpaMu ¢ HAaMMEHBIIUM UIeHTH(HKATO-
pom (0x000), 94TOOBI 3aTpyAHHUTH Mepeaadyy HOpMallb-
HOTO TpaguKa.

[Mpu cyunre (spoofing) arakyromuii oTIpasiseT
Ha mmHe CAN moajensHble Kaaphl ¢ LEeblo Hapyle-
HUS pabOThI OTACTBHBIX (DYHKIMIA aBTOMOOUIIS.
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16 Tpowun A.B.

Araka moBTopa (replay) 3akiouaercs B 3aXBare U
TIOBTOPHO OTIIpaBKe 110 MIMHE HOPMAJIBHBIX KaJlpOB,
YTO MOXKET NMPHUBOANTH K HEBEPHOMY CpabaThIBaHHIO
psina cucTeM aBTOMOOWIIS.

Bo Bpems (asunra (fuzzing) arakyromuii oTmipas-
JIeT MO IIMHE KaJpbl CO CIy4YalHO CreHepHUpOBaH-
HBIMH TIOJSIMH, YTO MOJXXET BBI3BIBATh HAPYIICHHS
BO BpeMs BOXKIeHUs. J[aHHBIA BUA aTaku Hamboee
MIPOCT B OCYIIECTBIICHNH, TaK KaK HE TpeOyeT HUKa-
KHX 3HAHWH y aTaKkylomero o (yHKIMOHHPOBAHUH
CAN naHHOI MOJENH WITH TIPEIBAPUTEIHHOTO 3aXBa-
Ta ¥ aHaJIn3a TpaQuka.

B nalop maHHBIX BKIIOYEHBI TaKHe MapaMmeTphl
Tpaduka Kak OTMETKa BPEMEHHM 3aXBaTa Kajpa, MoJs
UIeHTU(HUKAINH, JUTHHBI ¥ TTOJIE3HON HATPy3KH, a TaK-
xe Kiace Tpaduka (HOpMaTbHBIN WM aHOMAIBHBIN) U
MOZIKIIAcC (THI aTaKN).

Pe3yJILTaTLI M BBIBO/JbI

J1s MozenupoBaHMsI BeCh COOPAHHBIX C IIMHBI
CAN Ttpadux Obl1 pa3OMT Ha MOCIENOBATEILHOCTH,
COCTOSIIME U3 JBYX, CIEAYIOIMX APYT 32 IPYToM Ka-
npoB. Ecnu B mocnenoBaTeIbHOCTh BXOAUT XOTS OBl
OZIMH aHOMAJILHBIA KaJp, TO BCS OHA PacLCHHBAETCS
KaK aHOMaJbHasl.

[Tonmyuennsle TakuM 00pa3oM JaHHbIE OBUTH paszie-
JIHBI Ha TpU yacTh: s o0ydeHus (75%), Tectuposa-
aus (15%) u Bammparmn (10%).

Jns peanuzaunu pekyppeHTHoit LSTM-Heiipocetn
paccMaTpuBaeMON ApXUTEKTYpbl, OBbUT HCIIONB30BaH
naket TensorFlow, cou s3uKOIEpa N IEKOAEPA COCTOAT
n3 32 LSTM-sueex.

OreHka TOYHOCTH MOJETH 10 BBISBICHHIO aHO-
MaJMi MpOBOAWIIACH TPU TOMOIIM (DYHKLIHMH Iaketa
Scikit-Learn. IIporpaMMHBIM KOJ, paccMaTpHBaeMoil
MmozenH, B popmare Jupyter Notebook npencrasien B
penosutopui [12].

CpeaHaa TOYHOCTL: 93.9%
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Pucynox 4. Pe3ynpTaTs! BEIABICHIE aHOMAIWH Tpaduka
B CETH CTOSIIEr0 aBTOMOOHIIS

[Tomy4ennsie pe3ysnbTaThl BRIIBICHHS aHOMAHHN TS
CTOSIIIETO aBTOMOOWIIS TIPE/ICTABICHBI HA PUCYHKE 4.
Pe3ynbrarsl A1 ABMKYIIETOCS aBTOMOOHIIS MPH-
BEJICHBI Ha PUCYHKE 5.

CpepgHAasa TovHOCTb: 93.9%
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PucyHok 5. Pe3ynibTaThl BbISIBICHUS BbISBIICHUS
aHOMaJIU TpauKa B CETH JBHKYILETOCS] aBTOMOOMIIS

Hcnone3oBanue paccMaTpuBaeMON peKyppeHTHOH
HEUPOCETH MO3BOJIET AOCTUTHYTH 94-95% TouHOCTH
BhIsIBIIeHHs aHOManmnii Tpaduka cetnt CAN aBromMoOu-
J4, YTO SIBJISETCSl BECbMa BBICOKMM PE3YJIbTaTOM UL
METO/IOB MalIMHHOTO o0yueHus 0e3 yuuress. Hecmo-
TpsL Ha TO, YTO NpPEAJaraeMblii crocod MPOUTphHIBAET
B TOYHOCTH METOAaM OOYYEHHUS C YUUTEJIeM, KOTOPbIe
JIEMOHCTPUPYIOT Ha 0a3e HeipoceTeld TOYHOCTH Ha
ypoBHE 99%, OH He TpeOyeT CIOXHOH M 3aTpaTHON
MOJATOTOBKU JIaHHBIX Ui oOydeHus. Tem He MeHee,
ClIeyeT OTMETHUTh, YTO BBISABICHUS aHOMANUH Tpadu-
Ka aBTOMOOMIIS TpeOyeT O4eHb BEICOKOH TOUHOCTH, TaK
KaK HEBEpHOE PacliO3HABaHUE aHOMAJIMH MOXET IpH-
BECTH K BO3HUKHOBEHHMIO aBapUiHX CUTYyaluil BO Bpe-
Mmst aBwkenus. [lostomy npennaraemsiii croco® Mo-
KET HPUMEHATHCS A7 BBUIBJICHUS aHOMAIINA Tpaduka
aBTOTPAHCIIOPTA B CBS3KE C JAPYTMMM METOAAMHU IS
rapaHTiu oO1ei 0e30IacHOCTH X UCHOJIb30BAHMS.
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The problem of controller area network vulnerability is worsening as constantly growing amounts of data
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CPABHEHHME I'NMIEPOKCIIOHEHIIUAJIBHBIX U I'PYIIIIOBBIX ITYACCOHOBCKHUX
MOJEJEN TPA®UKA MYJIbTUCEPBUCHBIX CETEM CBA3H

Jluxmyunoep b.A.!, Ipusanos A.1O.?
! TTosonowcckuil 20cy0apcmeentulil yrugepcumem menexommynuxayuil u ungopmamuxu, Camapa, PO
2 Camapcruil Hayuonanshulil uccredosamenvckutl ynusepcumem umenu C.I1.Koponesa, Camapa, PD
E-mail: b.lihtcinder@psuti.ru, privalovl967@gmail.com

Llenbto paboThl OBUIO TIPOBEJICHHE CPABHEHMSI TMIEPIKCIOHEHIIMAIBHBIX M IPYINIOBBIX MTyaCCOHOBCKUX ITOTOKOB 3asIBOK B
Ka4yecTBE MOJIeNeH TTadyevHoro Tpaduka MyJIbTHCEPBUCHBIX CeTel CBsI3U. PaccMarpyBarOTCsl pa3iinyuHble MOJIENH TpaduKa s
3a/1a41 NPHOIMKEHHS CpeIHEH ouepe/iy, co31aBaeMoil BHIe0Tpa(KoM COBPEMEHHBIX MYJIBTUCEPBHCHBIX ceTeil. Paccmorpe-
HBI IIyaCCOHOBCKHMI M TMIIEPIKCIOHEHIUATIbHBII MOTOKH, KaK OpJUHApHbIE, TaK U rpynnossle. [loka3zaHo, 4To 1ns 3a1a4u
NPHOJIMKEHHST OYepeid BUIeoTpaduKa NOAXOAAT IPYIIOBBIE TOTOKH 000MX THIOB. [ pyIIIOBbIE TyacCOHOBCKHE MOTOKH T10-
3BOJISIFOT MOJTYYUTh BECbMa IIPOCTHIC AaHATUTHYECKHE 3aBUCUMOCTH CPEIHMX 3HAYCHUH ouepesield oT koddduirenTa 3arpysxku
CHCTEM MacCOBOTO 00OCITY)KUBaHHMS U OATOMY SIBIISIFOTCS HauOoJIee PeANoYTUTeIbHBIMU. [l0ka3aHa HeaJeKBaTHOCTh MPUMe-
HEHUsI OPANHAPHBIX THIIEPIKCIIOHEHIIUATIBHBIX MOZENEH /IS alpOKCHMALUK TAYEYHBIX TOTOKOB 3asBOK, IOCKOJIBbKY, IPU Ma-
JIBIX 3HAYEHMSIX KOd(PUIMEHTA 3arpy3KH, 3aBUCUMOCTH CPEAHMX 3HAYCHUH odepe/iei JUIs THIIePIKCIIOHEHIIMATbHBIX TTOTOKOB
MPaKTHYECKH OJIU3KHM K HYJTIO, B TO BPEMsI, KaK yKa3aHHbIE 3aBUCUMOCTH JIJIs [TAYEYHBIX II0TOKOB UMEIOT BECbMa 3HAYUTEIIbHBIN
yroi HakJioHa. CrieslaHHbIe BBIBO/IBI OATBEPKIA0TCSl Pe3yIbTaTaMi UMUTALIMOHHOTO MOJICTUPOBAHMUS.

Knrouesnle cnosa: suoeompagux, nyacconogckuii NHOmox, eunepIKCNOHEHYUaIbHbLI NOMOK, 2PYNNogble NOMOoKU
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